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1 � !"#$%&!'#  

�
� ()&*+"#% $�

%�&�� �'(�)*+,-.)� -/0+*12.3(�+4�5-)-126� 1(3'.+6+)-(7� -.�)(.(*26� 2.5�

1'(� �.1(*.(1� -.� 02*1-3862*� -.� 1'(� 6-9(7� +4� 1+52:;7� :+8.)� 0(+06(� '27�

71-/8621(5�2� 6-9(6:�5(<21(�2<+81�<+1'� 1'(�<(.(4-17�2.5�3'266(.)(7�+4�

1'(� 87(� +4� -.4+*/21-+.� 2.5� 3+//8.-321-+.� 1(3'.+6+)-(7�1� �'(�

5-73877-+.� 3+9(*7� 2.� (=3((5-.)6:� <*+25� *2.)(� +4� -778(7>� -.3685-.)�

0(*3(-9(5� +00+*18.-1-(7� 783'� 27� +.6-.(� 6(2*.-.)� 2.5� .(,� 4+*/7� +4�

3-9-3� (.)2)(/(.1>� 27� ,(66� 27� *-7?7>� 783'� 27� �.1(*.(1� 255-31-+.� 2.5�

0*-923:� 3+.3(*.7�� #*+/-7(>� 0*+<6(/7>� 2.5� 1'(� 8.?.+,.� 2*(�

-.1(*/-.)6(5� 2.5� +4� -.3*(27-.)6:� ,-5(70*(25� -.1(*(71>� 261'+8)'� 1'(�

5(<21(� -7�.+1�,(66� -.4+*/(5�<:�(=0(*-(.3(��
(70-1(� 1'21�200(26>� 1'-7�

/+5(71�020(*�,-66�.+1�(=06+*(�1'(/�266��

%�&�� �'(7(� -778(7� 2*(� .+1� +.6:� 5-73877(5� 2/+.)� 02*(.17� 2.5�

1(23'(*7>� <81� '29(� 267+� *(23'(5� 1'(� 2)(.527� +4� *(7(2*3'(*7>� 0+6-3: 

/2?(*7>�2.5�1'(�08<6-3�21�62*)(��#(*'207�.+1�78*0*-7-.)6:>�/83'�08<6-3�

211(.1-+.� @� +41(.� 1*-))(*(5� <:� (=1(.7-9(� /(5-2� 3+9(*2)(� +4� 1*2)-3�

71+*-(7� -.9+69-.)�:+8.)�0(+06(�2.5�5-)-126�/(5-2�@�'27�<((.�02-5� 1+�

1'(� 3+.3(*.7� *(621(5� 1+� 1'(� 724(1:� +4� 3'-65*(.� 2.5� :+8.)� 0(+06(�2�

�(:+.5� 1'(7(� -/0+*12.1� <81� 2.(35+126� (9(.17>� 5-)-126� 724(1:� '27�

<(3+/(�2.�-/0+*12.1�*(7(2*3'�1+0-3>�6(25-.)�1+�2.�26*(25:�7-).-4-32.1�

2.5� 48*1'(*� )*+,-.)� <+5:� +4� 73'+62*6:� 3+.1*-<81-+.7�� �*)82<6:>� 1'-7�

73'+62*7'-0� -7� -.3*(27-.)6:� +*-(.1(5� 1+,2*5� 2.5� <27(5� 80+.�

A82.1-121-9(� *(7(2*3'� 2.5>� 21� 6(271� -.� 7+/(� 2*(27>� '27� *(23'(5� 2�

5()*((�+4�/218*-1:�,'(*(�0+6-3:�*(3+//(.521-+.7�2.5�231-+.�062.7�

32.�<(�<27(5�80+.�-1�3�

%�&�� 
(70-1(� 1'(� 0*+)*(77� 1'21� '27� <((.� /25(� -.� )2-.-.)� 2� 5((0(*�

8.5(*712.5-.)� +4� 3'-65� 5-)-126� 724(1:� -778(7>� 2.5� 231-+.7� 1'21� 32.� <(�

12?(.� 1+� 255*(77� 7+/(� +4� 1'(� 8.5(*6:-.)� 3'266(.)(7>� 7(9(*26�

                                       
1 See, e.g., Palfrey & Gasser (2008) 
2 We use the term “children” in accordance with The United Nations Convention on the Rights 

of the Child for human beings under the age of 18 years. The term “young people” is 
broader and includes young adults (as well as children). 

3 See, e.g., Internet Safety Technical Task Force, Enhancing Child Safety and Online 
Technologies: Final Report of the Internet Safety Technical Task Force to the Multi-State 
Working Group on Social Networking of State Attorneys General of the United States; 
Safer Children in a Digital World The Report of the Byron Review, March 2008. 
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-/0+*12.1� *(7(2*3'� A8(71-+.7� -.� 1'-7� A8-3?7-69(*� 1(3'.+6+)-326�

(.9-*+./(.1�*(/2-.�+0(.�2.5�5(7(*9(�48*1'(*�*(7(2*3'��#*+<2<6:�1'(�

/+71� )62*-.)� )20� -.� 1'(� *(7(2*3'� 62.57320(>� '+,(9(*>� -7� 6(77� 1+0-326�

2.5� /+*(� )(+)*20'-326� +*� 7+3-+ (3+.+/-3� -.� .218*(B� �+71� +4� 1'(�

*(6(92.1�*(7(2*3'�C,-1'�2�7/266�.8/<(*�+4�-/0+*12.1�(=3(01-+.7D�'27�

4+387(5�+.� 724(1:� -/06-321-+.7� +4� �.1(*.(1� 872)(� +4� :+8.)�0(+06(� -.�

-.5871*-26-E(5�.21-+.7>�878266:�,-1'�(/0'27-7�+.��(71(*.��8*+0(�2.5�

�+*1'(*.� �/(*-32�� 
(70-1(� *(3(.1� (44+*17� C-.� 1'(� 3+.1(=1� +4� 1'(�

�.1(*.(1��+9(*.2.3(��+*8/>�4+*�-.712.3(D>�/83'�6(77�-7�?.+,.�2<+81�

5-)-126� 724(1:� *-7?7� 1+� 3'-65*(.� -.� 5(9(6+0-.)� 2.5� (/(*)-.)�

(3+.+/-(7�4� �'-7� ?.+,6(5)(� )20� -7� 02*1-3862*6:� *(6(92.1� -.� 2� 1-/(�

,'(*(� 1'(� 5-44(*(.3(� -.� 233(77� 1+� �.1(*.(1� 2.5� 3+//8.-321-+.�

1(3'.+6+)-(7� <(1,((.� -.5871*-26-E(5� 2.5� 5(9(6+0-.)� .21-+.7� -7�

2*)82<6:� .2**+,-.)�5� �'(� 5-)-126� ,+*65� <*-.)7� /2.:� .(,�

+00+*18.-1-(7� 2.5� *(7+8*3(7� -.1+� 1'(� 6-9(7� +4� :+8.)� 0(+06(� -.�

5(9(6+0-.)�.21-+.7>� <81� -1� 267+� (=0+7(7� .(,�)*+807� @� 1:0-3266:�,-1'�

6+,(*� 6(9(67� +4� 5-)-126� 6-1(*23:� @� 1+� 2� *2.)(� +4� .(,� 1'*(217�� �'(7(�

1'*(217�2*(�(=23(*<21(5�<:�+1'(*�3+//+.�,(2?.(77(7�-.�5(9(6+0-.)�

.21-+.� 7(11-.)7>� -.3685-.)� 6-/-1(5� -.71-181-+.26� 32023-1:>� 4-.2.3-26�

*(7+8*3(7>� 2.5� +1'(*� /(2.7� +4� /-1-)21-.)� 2.5� 255*(77-.)� 1'(7(�

1'*(217� 2.5� 0*+<6(/7>� (70(3-266:� -.� 1'(� 423(� +4� +1'(*� 0*(77-.)�

3+.3(*.7���-1'�6(25(*7�71*-9-.)�1+�255*(77�1'(7(�3'266(.)(7�2.5�732.1�

-.4+*/21-+.�80+.�,'-3'�1+�<27(�1'(-*�*(70+.7(7>�1'(:�/2:�<(�4+*3(5�

1+�3'++7(�<(1,((.�78<+01-/26�0+6-3:�2.5�6()26�231-+.7>�+*�-.231-+.���

�

�
� �,-.&!'/.0�

%�&�� �'-7� (=06+*21+*:� 7185:� -7� 2� 4-*71� +81081� +4� 2.� +.)+-.)�

3+662<+*21-+.�<(1,((.�1'(��(*?/2.��(.1(*� 4+*� �.1(*.(1�F��+3-(1:�21�

�2*92*5� �.-9(*7-1:� 2.5� �������� �1� -7� -.1(.5(5� 27� 2� 3+.1*-<81-+.�

1+,2*57� <8-65-.)� 2� 5((0(*� 8.5(*712.5-.)� +4� 3'-65*(.;7� 724(1:� -.� 2�

5-)-126�3+.1(=1�-.�5(9(6+0-.)�.21-+.7���+*(�70(3-4-3266:>�1'(�+<G(31-9(7�

                                       
4 In this paper, we use the term “developing nations” for all low- and middle-income countries, 

acknowledging important differences in development among these economies. In 
accordance with international practice, the designations “industrialized” and “developing” 
are used for statistical convenience and do not express a judgment about the stage reached 
by a particular country or area in the development process, see e.g., 
http://unstats.un.org/unsd/methods/m49/m49.htm.   

5 See, e.g. IGF 2008 Workshop 36 report: “Strategies to prevent and fight child pornography on 
Developing Countries”, available at http://www.intgovforum.org/cms/index.php/2008-igf-
hyderabad/event-reports/72-workshops/353-workshop-36-strategies-to-prevent-and-fight-
child-pornography-on-developing-countries. 
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+4� 1'(� 020(*� 2*(� 1'*((4+65B� �-*71� C2.5� 4+*(/+71D>� -1� 7((?7� 1+� *2-7(�

2,2*(.(77� 2<+81� -778(7� *(621(5� 1+� 5-)-126� 724(1:� 4+*� :+81'� -.�

5(9(6+0-.)� .21-+.7�� � �(3+.5>� -1� 2-/7� 1+� 0*+9-5(� 2� 1(.121-9(� /20� +4�

1'(7(�-778(7�2.5�)-9(�-.7-)'17�-.1+�1'(�38**(.1�7121(�+4�1'(�*(70(31-9(�

*(7(2*3'�<27(5�+.�2.�(=06+*21+*:�6-1(*218*(�*(9-(,���'-*5>�1'(�020(*�

7((?7� 1+� +816-.(� 1'(� 3+.1+8*7� +4� 2� *(7(2*3'� 4*2/(,+*?� 1'*+8)'� 2�

7(*-(7�+4�,+*?-.)�':0+1'(7(7�1'21�/-)'1�-.4+*/�78<7(A8(.1�*(7(2*3'�

(44+*17� +.� 1'(7(� -778(7� <:� 3+..(31-.)� (44+*17� -.� 5(9(6+0-.)� 2.5�

-.5871*-26-E(5�.21-+.7����

%�&�� �'(� 1+0-3� +4� 1'-7� 020(*� -7� 3'266(.)-.)� 26+.)� 2� .8/<(*� +4�

5-/(.7-+.7>� -.3685-.)� 1'(�3+/06(=-1:�+4� 1'(�78<G(31�+4� -.9(71-)21-+.>�

38618*26� (=0(3121-+.7� 2.5� 1+6(*2.3(>� 62.)82)(� <2**-(*7>� 1'(� '-)'6:�

6-/-1(5� 292-62<-6-1:� +4� 5212>� 2.5� 6-/-1(5� 233(77� 1+� 73'+62*7'-0� 4*+/�

5(9(6+0-.)�.21-+.7�1+�1'(�(=1(.1�1'21�-1�(=-717����(�1'(*(4+*(�5(3-5(5�

.+1�+.6:�1+�12?(�2�3+662<+*21-9(�200*+23'�1+�*(7(2*3'�1'-7�020(*�C7((�

/(1'+5+6+):�02*2)*20'�<(6+,D>�<81� 267+� 1+� *(6(27(� -1� 27� 2� H6(2*.-.)�

5+38/(.1I� <:� 7+6-3-1-.)� 4((5<23?>� 3+//(.17>� 0+-.1(*7� 1+� 255-1-+.26�

/21(*-267>� (13�� �1� 1'(� (.5� +4� 783'� 2� 02*1-3-021+*:� 0(*-+5� 2.5� 241(*�

255-1-+.26�*(7(2*3'�+.�+8*�(.5>� 1'(�'+0(�-7�1+�08<6-7'�2�*(9-7(5�2.5�

(=1(.5(5�9(*7-+.�+4�1'-7�020(*�-.�1'(�4+*/21�+4�2�,'-1(�020(*��

�

�
� �.!1#$#2#+3�

%�&�� �(�'29(�3+/<-.(5�2�.8/<(*�+4�/(1'+5+6+)-(7�-.�1'(�*(7(2*3'�

0*+3(77� 6(25-.)� 80� 1+� 1'-7� 020(*�� 
8*� (44+*17� -.3685(>� 2/+.)� +1'(*�

1'-.)7>� (=1(.7-9(��(<�2.5�5212<27(� 7(2*3'(7>� 2� *(9-(,�+4� 2.(35+126�

(9-5(.3(>� 1'(� 5*241-.)� +4� 327(� 7185-(7>� 2.� (=06+*21+*:� 6-1(*218*(�

*(9-(,>� 92*-+87� (=0(*1� -.1(*9-(,7>� 2.5� 2� 78*9(:� 2/+.)� (=0(*17� +.�

1(3'.+6+):>� 6(2*.-.)>�2.5�3'-65�724(1:� -.� 1'(�5(9(6+0-.)�,+*65���+*(�

70(3-4-3266:B�

%J&�� 	(7(2*3'(*7� 21� 1'(� �(*?/2.� �(.1(*� <()2.� ,-1'� 2�

3+/0*('(.7-9(� �(<� 7(2*3'� C-.� �.)6-7'D� +4� +*)2.-E21-+.7� 2.5�

-.-1-21-9(7�1'21�2*(�,+*?-.)�1+�/2?(�-.4+*/21-+.�2.5�3+//8.-321-+.�

1(3'.+6+)-(7� 292-62<6(� 1+� 3'-65*(.� -.� 5(9(6+0-.)� .21-+.7� 1+� -/0*+9(�

(58321-+.�2.5�A826-1:�+4�6-4(����.�-. 0*+)*(77�6-71�+4�1'(�+*)2.-E21-+.7�

32.�<(�4+8.5�+.�1'(�0*+G(31;7�,-?-�6��

                                       
6 See 

http://www.digitalnative.org/wiki/Child_online_safety_in_the_developing_world#How_yo
u_can_contribute#Organizations 
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%$&�� �27(5�+.� 1'-7� (=06+*21+*:��(<� 7(2*3'� 2.5� 3+.9(*721-+.7�,-1'�

+.6-.(� 724(1:� (=0(*17� -.� <+1'� 1'(�5(9(6+0-.)� 2.5�5(9(6+0(5�,+*657>�

,(�5*241(5�2�A8(71-+..2-*(�2-/(5�21�)21'(*-.)�-.4+*/21-+.�2<+81�1'(�

(=-71-.)�*(7(2*3'�2.5�,+*?�1'21�'27�<((.�5+.(� -.�1'(�2*(2�+4�5-)-126�

724(1:� 4+*� 3'-65*(.� 2.5� :+8.)� 0(+06(� -.� 5(9(6+0-.)� .21-+.7�� �'-7�

A8(71-+..2-*(� ,27� 7(.1� -.� 0(*7+.26-E(5� ( /2-67� 1+� 5+E(.7� +4�

-.5-9-58267�C*(7(2*3'(*7>�0*231-1-+.(*7>�231-9-717>�7+3-26�,+*?(*7>�(13�D�

2.5� +*)2.-E21-+.7� C-.3685-.)� .+. )+9(*./(.126>� -.1(*.21-+.26>�

2325(/-3� 2.5� 0*-921(� 7(31+*D� <27(5� +.� 2� 6-71� -.-1-266:� 3*(21(5� -.�

3+662<+*21-+.� ,-1'� ������>� 2.5� (=02.5(5� 27� 2� 7.+,<266� 72/06(�

<27(5� +.� 02*1-3-02.1� 4((5<23?�� �'(� *(70+.7(7� '29(� <((.� <*-(46:�

78//2*-E(5� +.� 1'(� 0*+G(31;7�,-?-�7� #2*17� +4� 1'(� A8(71-+..2-*(�,(*(�

267+�7(.1�1+�6+326��������*(0*(7(.121-9(7�-.�/+*(�1'2.���K�3+8.1*-(7��

%"&�� �27(5� +.� 1'(� *(78617� +4� 1'(7(� 7(2*3'(7� 2.5� 1'(� -.081� ,(�

*(3(-9(5� 4*+/� 3'-65� 724(1:� (=0(*17>� ,(� 3+.5831(5� 2� 0*(6-/-.2*:�

6-1(*218*(� *(9-(,� +.� 3'-65� +.6-.(� 724(1:� -778(7� -.� 1'(� 5(9(6+0-.)�

,+*65���(�'29(� 4+387(5�0*-/2*-6:� +.��.)6-7'� 62.)82)(� 7+8*3(7>� <81�

'29(� 231-9(6:� 7+6-3-1(5� -.0817� +.� .+. �.)6-7'� 62.)82)(�/21(*-267� 27�

,(66���-9(.�1'(�73+0(�2.5�+<G(31-9(7�+4�1'-7�020(*>�-1�7'+865�<(�.+1(5�

1'21�1'(�6-1(*218*(�*(9-(,�-7�(=06+*21+*:�-.�.218*(�2.5�+.6:�7(*9(7�27�

2� 712*1-.)�0623(� 4+*� 2�/+*(� 3+/0*('(.7-9(>�/861-6-.)826� *(9-(,�+4� 2�

0+77-<6(�4+66+, 80�*(7(2*3'�0*+G(31�+.�1'-7�02*1-3862*�1+0-3�8�

�

� 	# !.4!%)2'5' +��'+'!)2��)6.!3�6#"�	1'2$". �) $��#% +�
�.#72.�

�
� �/."/'.8�

%�K&�� 
-)-126�724(1:�4+*�3'-65*(.�2.5�:+8.)�0(+06(�-7�.+1�2�3+'(*(.16:�

4*2/(5>� 36(2* 381� 3+.3(01��	21'(*>� -1� -7�2�92)8(� 1(*/�1'21� *(4(*7� 1+�2�

5-9(*7(� 7(1� +4� -778(7� 1'21� 2*(� 5-*(316:� +*� -.5-*(316:� *(621(5� 1+� 1'(�

0':7-326� 2.5� 07:3'+6+)-326� ,(66 <(-.)� +4� 3'-65*(.� ,'+� 87(� 5-)-126�

/(5-2>� 4+387-.)� .+1� +.� 2� 02*1-3862*� 233(77� 1(3'.+6+):>� 783'� 27� 2.�

                                       
7 See http://www.digitalnative.org/wiki/Community_contributions. 
8  Despite our concerted efforts to identify relevant literature, our inquiry has only resulted in a 

small number of studies, reports, and/or academic contributions. The impression that child 
online safety in the developing world context is an under-researched topic was confirmed 
by various responses to our questionnaire, where we also asked about foreign-language 
studies and reports. Consequently, we have not limited our review to particular subset of 
developing countries.  
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�.1(*.(1�3+..(31-+.>�/+<-6(�0'+.(�+*�7+/(�+1'(*�/(2.7>�<81�+.�1'(�

<*+25(*�3'2*231(*-71-37�+4�5-)-126�/(5-2���1�-7�5-44-3861�1+�3+/(�80�,-1'�

2�3+/0*('(.7-9(>�:(1�7844-3-(.16:�70(3-4-3�5(4-.-1-+.�+4�H724(1:I>�2.5�-1�

7((/7�/+*(�0*+5831-9(�1+�-5(.1-4:�*-7?7�1'21�/-)'1�1'*(21(.�2�<*+256:�

8.5(*71++5� 3+.3(01� +4� 5-)-126� 724(1:�9� �(9(*26� :(2*7� +4� *(7(2*3'� +.�

1'-7�1+0-3�6(29(�6-116(�5+8<1�1'21�1'(�*(70(31-9(�5-)-126�*-7?7�2*(�'-)'6:�

3+.1(=1826�-.�21�6(271�1,+�*(70(317���
.�+.(�'2.5>�*-7?7�C27�,(66�27�1'(�

+00+*18.-1-(7D�+4�5-)-126�/(5-2�4+*�3'-65*(.�5(0(.5�+.�,'21�,(�/-)'1�

3266�/-3*+ 6(9(6�4231+*7>� -.3685-.)�7(11-.)�2.5�/(2.7�+4�233(77>�872)(�

0211(*.7>�211-185(7�2.5�7?-66�6(9(67���)(>�)(.5(*>�7+3-+ (3+.+/-3�712187�

27� ,(66� 27� 0((*� <('29-+*� 2.5� /(5-21-+.� <:� 32*()-9(*7� 2*(� +1'(*�

4231+*7� 1+� <(� 3+.7-5(*(5� 21� 1'(� 6(9(6� +4� 1'(� -.5-9-5826� 3'-65�� 
.� 1'(�

+1'(*�'2.5>�7(9(*26�+4�1'(7(�3'-65 3(.1*-3�4231+*7�2*(�-.468(.3(5�<:�2�

7(1� +4� -.1(*231-.)�/23*+ 6(9(6� 02*2/(1(*7>� *2.)-.)� 4*+/� <-) 0-318*(�

(3+.+/-3� 1+�38618*26�2.5�7+3-(126� 3'2*231(*-71-37���'-7� 7(31-+.�+4� 1'(�

020(*� 4+387(7�+.� 783'�3+.1(=1826� 4231+*7�21� 1'(�.21-+.26�+*� *()-+.26�

6(9(6��

%��&�� �'(� 4+66+,-.)� 4*2/(,+*?� 5(9(6+0(5� <:� 1'(� ��� �-57� 
.6-.(�

#*+G(3110� 78//2*-E(7� 7+/(� +4� 1'(� ?(:� 4231+*7� 1'21� (=062-.� 3*+77 

.21-+.26�5-44(*(.3(7�,'(.�-1�3+/(7�1+�3'-65*(.;7�233(77�1+>�87(�+4>�2.5�

*-7?7�,-1'�5-)-126�/(5-2���'-6(�1'(�4*2/(,+*?�'27�<((.�5(9(6+0(5�1+�

(=062-.� 5-44(*(.3(7� 23*+77� �8*+0(>� 2.5� -7� 70(3-4-3� 1+� 1'(� 87(� +4� 1'(�

�.1(*.(1� <:� 3'-65*(.� 2.5� :+8.)� 0(+06(>� -1� 7((/7� 267+� '(60486� -.� 1'(�

5(9(6+0-.)� ,+*65� 3+.1(=1� +4� 1'-7� 020(*� <:� 21� 6(271� -66871*21-.)� 1'(�

<*+25�*2.)(�+4�-778(7�1'21�.((5�1+�<(�12?(.�-.1+�233+8.1�27�3+.1(=1826�

4231+*7�6-?(6:�1+�7'20(�*-7?7�2.5>�-.�18*.>�724(1:�+4�3'-65*(.�2.5�:+8.)�

0(+06(�-.�5-)-126�7023(7����

�

                                       
9 Byron Review, p. 16. 
10 Sonia Livingstone and Leslie Haddon, EU Kids Online: Final Report, p. 20 et seq. 

+����*
���



 

 8 

�

�

�

�

%��&�� ��5(12-6(5�2.26:7-7�+4�266�1'(�4231+*7�-5(.1-4-(5�-.�1'(�4*2/(,+*?�

C7(9(*26�+1'(*7�3+865�<(�255(5D� -7�<(:+.5�1'(�08*0+7(�2.5�73+0(�+4�

1'-7� 020(*�� �+*(+9(*>� 1'(� 623?� +4� 7844-3-(.1� 3+/02*2<6(� 5212� 4*+/�

5(9(6+0-.)� .21-+.7� /2?(7� -1� .(2*6:� -/0+77-<6(� 1+� 0*+9-5(� 783'� 2�

3+/0*('(.7-9(� 2.26:7-7�� �.� 1'(� 4+66+,-.)� 02*2)*20'7>� ,(� 1'(*(4+*(�

*+8)'6:� 36871(*� 1'(� 92*-+87� 4231+*7� 2/+.)� 1'*((� 5-/(.7-+.7�

C1(3'.+6+)-326>� (3+.+/-3� 2.5� /2*?(1� 3+.1(=1� @� (58321-+.26� 2.5�

38618*26�3+.1(=1�@�6()26�2.5�0+6-1-326�3+.1(=1D�2.5�0*+9-5(�2�9(*:�<*-(4�

+9(*9-(,�+4�1'(�,2:7� -.�,'-3'�(23'�36871(*�/2:�-.1(*231�,-1'�3'-65 

3(.1*-3�4231+*7�783'�27�233(77>�872)(>�2.5�7?-667>�2/+.)�+1'(*7�C26+.)�

1'(�6-.(7�+4�1'(�/-3*+ 6(9(6�4231+*7�-.1*+583(5�(2*6-(*D���'-7�+9(*9-(,�

-7� 1'(.� -66871*21(5� <:� 2� 7/266� .8/<(*7� +4� (=2/06(7� 4*+/� 1'(�

5(9(6+0-.)�,+*65���'(�(=2/06(7�2*(�0*-/2*-6:�+4�-66871*21-9(�08*0+7(>�

<81�/2:�267+�7(*9(�27�2.(35+126�(9-5(.3(�2.5�-.70-*(�4818*(�*(7(2*3'�

(44+*17�-.�1'(�4-(65���

�

�
�
���

	#�
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�
� �.2.&!.$��)6.!39�.2./) !�	# !.4!%)2��)&!#"0�

�
�
� �.&1 #2#+'&)2:�
&# #;'&:�) $��)"*.!�	# !.4!�

%��&�� 	-7?7�2.5�+00+*18.-1-(7�+4�5-)-126�3+..(31-9-1:�2*(�7'20(5�<:�2�

92*-(1:�+4�3'2*231(*-71-37�21�1'(�-.5-9-5826�6(9(6�1'21�-.3685(�233(77�1+�

2.5�872)(�+4�5-)-126� 1(3'.+6+)-(7>�5(73*-<(5�(2*6-(*�27�/-3*+ 4231+*7��

�'(7(�4231+*7�2*(>�-.�18*.>�-.468(.3(5�<:�1'(�<*+25(*�7+3-26>�(3+.+/-3�

2.5� 1(3'.+6+)-326� 3+.5-1-+.7� -.� ,'-3'� 2.� -.5-9-5826� 6-9(7� 2.5>� -.�

02*1-3862*>� 8.5(*� ,'-3'� 1'(� �.1(*.(1� 32.� <(� 233(77(5>� 5-73877(5� 27�

/23*+ 4231+*7���1�-7�,(66�(712<6-7'(5>�4+*�(=2/06(>�1'21�7+3-+ (3+.+/-3�

712187� 062:7� 2� 5(3-7-9(� *+6(�,-1'� *()2*5� 1+� 233(77� 1+� 2.5� 87(� +4� 1'(�

�.1(*.(1� -.� 3+8.1*-(7� ,'(*(� 233(77� '27� .+1� <(3+/(� 3+//+.0623(��

�+387-.)� +.� ���� -.4*271*8318*(>� 2� 6++?� 21� *(3(.1� 7121-71-37� *(9(267�

/277-9(�5-44(*(.3(7�2/+.)�3+.1-.(.17>�*()-+.7�2.5�3+8.1*-(7�,'(.�-1�

3+/(7�1+��.1(*.(1�5-4487-+.�-.�)(.(*26�2.5�<*+25<2.5�0(.(1*21-+.�-.�

02*1-3862*�11� �61'+8)'� 1'(� 0*-3(� 4+*� 4-=(5� <*+25<2.5� 233(77� *(/2-.7�

0*+'-<-1-9(6:�'-)'� -.�/2.:�5(9(6+0-.)�.21-+.7>� 7185-(7� -.5-321(� 1'21�

21�6(271�7+/(�.21-+.7�@�783'�27��.5-2�2.5��'-.2�@�2*(�)2-.-.)�+.�
��
�

3+8.1*-(7� -.� 1(*/7� +4� �.1(*.(1� 872)(� 2.5� <*+25<2.5� 0(.(1*21-+.���

�'-6(�1'(�6(271�5(9(6+0(5�.21-+.7�/2:�<(�6(41�<('-.5�-.�1(*/7�+4�4-=(5�

3+..(31-9-1:�C4+*�.+,D>�1'(:�2*(�3213'-.)�80�+.�/+<-6(�3+..(31-9-1:�12��

�'(� 4+66+,-.)� (=2/06(7� 7((?� 1+� -66871*21(� 7+/(� +4� 1'(7(� <*+25(*�

3+.1(=1826�1'(/(7��

%��&�� #(*'207� 1'(� /+71� 9-7-<6(� 5-71-.31-+.� <(1,((.� 5(9(6+0(5� 2.5�

5(9(6+0-.)� .21-+.7� -7� 1'(� /(2.7� +4� 5-)-126� 3+//8.-321-+.� 4+*�

3'-65*(.� 2.5� :+8.)� 0(+06(�� �+<-6(� 0'+.(7� '29(� 4271� <(3+/(�

48.52/(.126� 1++67� -.� 1'(� 5(9(6+0-.)�,+*65� @� (70(3-266:� -.� 1'(� 6(271�

5(9(6+0(5�3+8.1*-(7>� -.�3+.1*271� 1+� -.5871*-26-E(5�.21-+.7>�,'(*(��# 

<27(5��.1(*.(1�-7�1'(�5+/-.2.1�5-)-126�1++6���.�4231>�/+71�+4�1'(�)*+,1'�

-.� 1'(� /+<-6(� 0'+.(� /2*?(1� -7� -.� 5(9(6+0-.)� .21-+.7>� (70(3-266:� -.�

�4*-32�2.5��7-2�13��7�5-73877(5�<(6+,>� 1'(�,-5(70*(25�87(�+4�/+<-6(�

0'+.(�'27�724(1:�-/06-321-+.7>� 4+*� -.712.3(�<:�423-6-121-.)�.(,�4+*/7�

+4�7(=826�(=06+-121-+.�+4�3'-65*(.>�+*�<:�6-/-1-.)�02*(.126�3+.1*+6�+9(*�

3+//8.-321-+.7��

%��&�� �67+>� 7121-71-37� 7'+,� -/0+*12.1� 5-44(*(.3(7� <(1,((.� 1'(�

5(9(6+0-.)�2.5�-.5871*-26-E(5�.21-+.7�,-1'�*()2*5�1+�6-.?2)(7�2/+.)�

                                       
11 See, e.g., The World in 2009: ICT Facts and Figures, ITU-D (2009) 
12 See, e.g., ITU/UNCTAD 2007 World Information Society Report: Beyond WSIS, 2007, p. 8. 
13 See, e.g., ITU/UNCTAD 2007 World Information Society Report: Beyond WSIS, 2007. 
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7+3-+ (3+.+/-3�/-3*+ 4231+*7�C-.3+/(�-.�02*1-3862*D�2.5�6+321-+.7�+4�

233(77���+*�87(*7� -.�1'(��(71�2.5�/+*(�5(9(6+0(5��7-2.�(3+.+/-(7>�

'+/(� -7� 1'(� /+71� 6-?(6:� 6+321-+.� +4� �.1(*.(1� 87(>� ,'(*(27� -1� -7� 6(77�

3+//+.�27�2�0623(�+4�87(� -.�5(9(6+0-.)�(3+.+/-(7>�*(46(31-.)� 6+,(*�

6(9(67�+4�'+87('+65��.1(*.(1�233(77���8**(.1�5212>�'+,(9(*>�5+(7�.+1�

0*+9-5(� 2� 36(2*� 0-318*(� *()2*5-.)� 0*(4(**(5� 233(77� 6+321-+.� -.� 1'(�

5(9(6+0-.)�,+*65���+*�7+/(�3+8.1*-(7>�-.3685-.)��*2E-6�2.5��'2-62.5>�

1'(� 5212� 7'+,7� '-)'(*� *21(7� +4� 87(� 4+*� 3+//(*3-26� 233(77� 423-6-1-(7>�

,'-6(� 1'(� 7-1821-+.� /-)'1� <(� 5-44(*(.1� -.� +1'(*� 5(9(6+0-.)� .21-+.7�

,'(*(�87(*7�/2:�<(�/+*(�*(6-2.1�+.�08<6-3�+*�78<7-5-E(5�233(77>�783'�

27�73'++67�2.5�3+//8.-1:�3(.1(*7�14�

%��&�� 
(0(.5-.)� +.� 1'(� 70(3-4-3� 3+.1(=1>� -/0+*12.1� 5-44(*(.3(7� (=-71�

,-1'� *()2*5� 1+� /2*?(1� 062:(*7� ,'+� 2*(� 0*+9-5-.)� 233(77� 1+� 1'(�

�.1(*.(1� -.� )(.(*26� 2.5� 3+ 423-6-121(� 724(1: *(6(92.1� <('29-+*� -.�

02*1-3862*�� �(9(*26� *(0+*17� 4*+/� 1'(� 5(9(6+0-.)�,+*65>� 4+*� -.712.3(>�

'29(�'-)'6-)'1(5� 1'(� *+6(� +4� �.1(*.(1� 324L7>� <81�.+1� +.6:� -.� 1(*/7�+4�

233(77-.)�'2*/486�/21(*-267���33+*5-.)� 1+�2.�+.)+-.)� 327(� 7185:�<:�

������� #'-6-00-.(7>� 4+*� -.712.3(>� 3'-65*(.� 2.5� 258617� 26-?(� 2*(�

*(0+*1(5� 1+� <(� 87-.)� �.1(*.(1� 324L7� 1+� (.)2)(� -.� 7(=8266:� (=06-3-1�

3+.5831� -.� 08<6-3� @� 2� 1*(.5� 1'21� '27� 6(5� 1+� 2� /861- 712?('+65(*�

-.-1-21-9(� 2-/(5� 21� (712<6-7'-.)� 3'-65 4*-(.56:� �.1(*.(1� 324L7� -.� 1'(�

*()-+.�15� C�1� 7'+865� <(� .+1(5>� '+,(9(*>� 1'21� 1'(� 0*+<6(/� -.� 7+/(�

3+8.1*-(7� -7� 2.� -.9(*7(�+.(� -.� 1'(� 7(.7(� 1'21�87(*7� -.� �.1(*.(1� 324L7�

2*(�78<G(31�1+�(=1(.7-9(�78*9(-662.3(�1+�(.78*(�3+/06-2.3(�,-1'�6+326�

*86(7�2.5�3871+/7�16D�

�

�
�
� 
$%&)!'# )2�) $�	%2!%")2�	# !.4!�

%�J&�� �� 7(3+.5� -/0+*12.1� 36871(*� +4� 3+.1(=1826� /23*+ 6(9(6� 4231+*7�

1'21� 7'20(� 233(77>� 872)(>� 211-185(7� 2.5� 7?-667� +4� :+8.)� 87(*7� 32.� <(�

78<78/(5� 8.5(*� 1'(� <*+25� 321()+*-(7� H(58321-+.I� 2.5� H38618*(I��

                                       
14 See ITU, Use of Information and Communication Technology by the World’s Children and 

Youth, 2008, p. 19 et seq.  
15 UNICEF, The Role of the Private Sector, Particularly ISPs and Interne Café Owners, as 

Active Partners in Protecting Children from Sexual Abuse and Exploitation in the 
Philippines, An on-going Case Study by UNICEF Philippines (presentation, on file with 
authors). See also Bart Barendregt, Sex, phones and youth culture: Pornoaksi and the fear 
of new media in present day Indonesia, Asia Culture Forum 2006 (manuscript on file with 
authors). 

16 See, e.g., a report from China: 
http://www.ifex.org/china/2008/10/27/government_imposes_new_surveillance/ 
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�2*-+87� 7185-(7� '29(� (=2/-.(5� 1'(� *(621-+.7'-0� <(1,((.� (58321-+.�

2.5�3'-65*(.;7��.1(*.(1�872)(����6(25-.)��8*+0(2.�7185:>�4+*�-.712.3(>�

(=062-.7�3*+77 .21-+.26�5-44(*(.3(7�-.�3'-65*(.;7�+.6-.(�87(�-.�02*1�<:�

92*:-.)� 6(9(67� +4� )(.(*26� (58321-+.>�,-1'� '-)'(*� 6(9(67� +4� (58321-+.�

6(25-.)� 1+�'-)'(*�872)(� *21(7����<*+25� *2.)(�+4� 38618*26� 4231+*7�267+�

7'20(7� 1'(� 62.57320(� +4� 3'-65*(.;7� 724(1:� +.6-.(�� �+41� 4231+*7� *2.)(�

4*+/� )(.(*26� 9268(7� C(�)�� *()2*5-.)� 7(=826-1:>� /+*26-1:17D� 2.5�

3+.3(01-+.7�+4�3'-65'++5�1'21�244(31�1'(�,2:7�-.�,'-3'�258617�/(5-21(�

3'-65*(.;7� 87(� +4� 5-)-126� 1(3'.+6+)-(7>� 1+� 0((*� 38618*(� 2.5� 7+3-266:�

233(01(5� (=0*(77-+.7� +4� 4*-(.57'-0>� 1+� .2/(� G871� 2� 4(,�� �)2-.>� 1'(�

4+66+,-.)�5212�0+-.17�2.5�(=2/06(7�+.6:�'-)'6-)'1�2�9(*:�7/266�78<7(1�

+4�4231+*7�1'21�2*(�+41(.�/(.1-+.(5�-.�1'(�5(9(6+0-.)�,+*65�6-1(*218*(�

1+�-66871*21(�'+,�3+.1(=1�/211(*7���

%�$&�� �.1(*.(1� 0(.(1*21-+.� -.� 73'++67� 2.5� 1'(� 231826� 87(� +4� +.6-.(�

1(3'.+6+)-(7� -.�(58321-+.26�7(11-.)7�'29(�2.� -/0231�+.�:+8.)�87(*;7�

+.6-.(� 7?-667>� <81� 92*:� )*(216:� 2/+.)� 3+8.1*-(7�� �61'+8)'� 1'(*(� -7�

38**(.16:� 6-/-1(5�5212� 292-62<6(�+.� 1'(�87(�+4� ���� -.� (58321-+.>� -1� -7�

724(�1+�3+.3685(�1'21�1'(*(�2*(�/277-9(�5-44(*(.3(7�.+1�+.6:�<(1,((.�

-.5871*-26-E(5� 2.5� 5(9(6+0-.)� ,+*65>� <81� 267+� 2/+.)� 2.5� ,-1'-.�

5(9(6+0-.)� .21-+.7�� 	(3(.1� 5212� +.� 73'++67� ,-1'� 2.� �.1(*.(1�

3+..(31-+.>� <81� 267+� 7121-71-37� +.� <27-3� -.4*271*8318*(� 783'� 27�

(6(31*-3-1:>� *25-+� +*� 1(6(0'+.(>� 2*(� -.5-321+*7� 2<+81� <+1'� 1'(� 5(01'�

2.5� <*(251'� +4� 1'(� (=-71-.)� 02*1-3-021-+.� )207� 2/+.)� 5(9(6+0-.)�

.21-+.7� ,-1'� *()2*5� 1+� 292-62<-6-1:� C2.5� 87(D� +4� 1'(� �.1(*.(1� -.�

(58321-+.�18��

%�"&�� �.�-/0+*12.1�38618*26�4231+*�1+�12?(�-.1+�233+8.1�,'(.�-1�3+/(7�

1+� �.1(*.(1� 872)(� -7� 7+3-266:� *++1(5� )(.5(*� 5-44(*(.3(7�� �6+<26�

7121-71-37�7'+,�7-/-62*�*21(7�+4��.1(*.(1�87(�4+*�<+:7�2.5�)-*67�2)(5�� 

��� 27� ,(66� 27� 4+*� 1'(� 2)(� )*+80� �� ��>� ,-1'� /+*(� (=3(01-+.7�

C-.3685-.)��E(*<2-G2.>��:0*87>�2.5�
3380-(5�#26(71-.-2.��(**-1+*:D�-.�

1'(� 6211(*� 321()+*:�19� �+,(9(*>� 2.(35+126� (9-5(.3(� 78))(717� 1'21�

)(.5(*�5-702*-1-(7�/2:�<(�'-)'6:�*(6(92.1�-.�21�6(271�7+/(�5(9(6+0-.)�

                                       
17 Illustrative in this context Linda A. Jackson, Yong Zhao, et al., Morality in Cyberspace: A 

comparison of Chinese and U.S. youth’s beliefs about acceptable online behavior, 
Proceedings of the 41st Hawaii International Conference on System Science 2008, available 
at http://www.computer.org/portal/web/csdl/doi/10.1109/HICSS.2008.324 

18 See Partnership ON, The Global Information Society: a Statistical View, 2008, pp. 84-86. 
19 See ITU, Use of Information and Communication Technology by the World’s Children and 

Youth, 2008, p. 23. 
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.21-+.7�20���*(0+*1�4*+/��-)(*-2>� 4+*�-.712.3(>�5*2,7�+8*�211(.1-+.�1+�

)(.5(*� *(621-+.7� ,'(.� -1� 3+/(7� 1+� 233(77� 2.5� 87(� +4� ���� 2.5�

1(3'.+6+):� (58321-+.� 4+*� �4*-32.� )-*6 3'-65*(.�� �'(� *(0+*1� -5(.1-4-(7�

H71*8318*26�2.5�38618*26�<2**-(*7�-.�73'++67�4*+/�'+/(�1'21�3+.1*-<81(�

)*(216:�1+�)(.5(*�5-702*-1:�-.�(58321-+.�)(.(*266:>�2.5�-.�1(3'.+6+):�

(58321-+.�-.�02*1-3862*�I��'-7�02*1-3-021-+.�)20�-7�02*1-266:�-66871*21(5�

<:�+.(� 7185:� 3-1(5� -.� 1'(� *(0+*1>� 233+*5-.)� 1+�,'-3'�)-*67�,(*(� 6(77�

1'2.��KM�+4�1'(�1+126�87(*7�+4�3+/081(*7�*(3+*5(5�-.�1,+�3:<(*�324L7�

-.� 2� )-9(.� 1+,.>� 2.5� 1'21� /+71� +4� 1'(� )-*67� 0*(7(.1� ,(*(� 7-11-.)�

26+.)7-5(� <+:7� ,'+� ,(*(� +0(*21-.)� 1'(� 3+/081(*7�21� �218*266:>�

8.5(*712.5-.)� 1*8(�)(.5(*�5-44(*(.3(7� -.� 1(3'.+6+):�87(�)+(7�/83'�

48*1'(*>�27�5+(7�1'(�.((5�1+�8.5(*712.5�1'(�-/0231�+4�1(3'.+6+):�87(�

+.�)(.5(*���

�
�
� �.+)2�) $��#2'&3�	# !.4!�

%�K&�� #+6-3:�2.5�6()26�4231+*7�'29(�/2.: 423(1(5�2.5�+41(.�.+1�(27-6:�

/(278*2<6(�-.468(.3(7�+.�233(77�3+.5-1-+.7>�872)(�0211(*.7>��.1(*.(1�

211-185(7�2.5�����7?-66�6(9(67�-.�2�)-9(.�7+3-(1:����3*+77 .21-+.26�7185:�

+4� 3'-65*(.� +.6-.(� -.� �8*+0(>� 4+*� -.712.3(>� *(9(26(5� 2� .8/<(*� +4�

0211(*.7� 1'21� /-)'1� 21� 6(271� 7(*9(� 27� -.-1-26� ':0+1'(7(7� 4+*� 1'(�

5(9(6+0-.)� ,+*65� 3+.1(=1�� �'(� 7185:� 71-08621(7>� 4+*� -.712.3(>� 2�

*(621-+.7'-0� <(1,((.� �.1(*.(1� 5-4487-+.� 2.5� *-7?� 2,2*(.(77� <:�

+<7(*9-.)�1'21�-.�3+8.1*-(7�,'(*(�1'(��.1(*.(1�-7�/+*(�3+//+.>�*-7?�

2,2*(.(77�2.5�C27�2�*(7861D� 6-1(*23:� -.-1-21-9(7�7((/�1+�)2-.�0*-+*-1:�

+.� 1'(� 0+6-3:� 2)(.52�22� 
-44(*(.1� 6()26� 1*25-1-+.7>� 200*+23'(7>�

1(3'.-A8(7� C(�)��5-*(31� *()8621-+.�97�� 7(64 �+*� 3+ *()8621-+.D>� 2.5� 62,�

(.4+*3(/(.1� 0*231-3(7� 2*(� 267+� 3+.1(=1826� 4231+*7� 1'21� 7'20(� 1'(�

724(1:� 62.57320(�� �.� 1'(� �8*+0(2.� 3+.1(=1>� 3+8.1*-(7� 1'21� 2*(�

3+.7-5(*(5� 1+� <(� 12?-.)� 2� 6-<(*26>� -�(�� 6(77� -.1(*9(.1-+.-71� 200*+23'>�

200(2*�1+�<(�'-)'(*�*-7?�(.9-*+./(.17�4+*�3'-65*(.�+.6-.(>�233+*5-.)�

1+� 2� *(3(.1� 7185:�23� �'(� 4+66+,-.)� (=2/06(7� 48*1'(*� -66871*21(� '+,�

7+/(�+4� 1'(� 4231+*7� -.� 1'-7� 321()+*:�/2:�062:�+81� -.� 1'(�5(9(6+0-.)�

,+*65�3+.1(=1���

                                       
20 See, e.g., Claudia Mitchell and Grace Sokoya, New Girl (and New Boy) at the Internet Cafe: 

Digital Divides/Digital Futures, in: Sandra Weber and Shanly Dixon, Growing Up Online: 
Young People and Digital Technologies, Palgrave: 2007, p. 214 et seq. 

21 See Josephine Nkiru Alumanah, Access and Use of Information and Communication 
Technology for the African Girl-child Under Cultural Impediments, Woman and ICT, June 
12/15, 2005 [without pagination] 

22 See Sonia Livingstone and Leslie Haddon, EU Kids Online: Final Report, p. 21. 
23 Sonia Livingstone and Leslie Haddon, EU Kids Online: Final Report, p. 21. 
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%��&�� �'(�-/0+*12.3(�+4�2,2*(.(77 <8-65-.)�27�02*1�+4�2�08<6-3�0+6-3:�

2)(.52�-7�5(73*-<(5�-.�2.�(=(/062*:�,2:�-.�2�*()-+.26�*(0+*1�+.�3'-65�

7(=826� 2<87(� -/2)(7� -.� �(62*87>� �+65+92>� 	877-2>� 2.5� 1'(� �?*2-.(��

�'(�7185:�78//2*-E(7�-1�27�4+66+,7B�H�'(�3+8.1*-(7�7185-(5�2*(�423-.)�

2� *20-5� -.3*(27(� -.� -.4+*/21-+.� 2.5� 3+//8.-321-+.� 1(3'.+6+)-(7�

7800+*1(5�<:�)+9(*./(.126�0+6-3-(7�1'21�2*(�231-9(6:�087'-.)�4+*�1'(�

,-5(70*(25�5(9(6+0/(.1�+4�1'(��.1(*.(1�.21-+.266:�2.5�(70(3-266:�-.�

(58321-+.26�*(26/7���7�2�*(7861>�2.�-.3*(27-.)�.8/<(*�+4�3'-65*(.�2*(�

233(77-.)� 1'(� �.1(*.(1>� 3*(21-.)� .(,� +00+*18.-1-(7� 4+*� 6(2*.-.)� 2.5�

7'2*-.)� -.4+*/21-+.� +*� 7+3-26-E-.)� 1'*+8)'+81� 1'(� ,+*65�� �+,(9(*>�

1'-7� '27� 267+� 6(5� 1+� 2.� -.3*(27-.)� .8/<(*� +4� 327(7� +4� 7(=826�

(=06+-121-+.>�02*1-3862*6:�27�0*(9(.1-+.�2.5�0*+1(31-+.�/(278*(7�2*(�

.+1� 7:71(/21-3266:� -.3685(5� -.� 1'(� 3+8.1*-(7� 7185-(5� 21� 1'(� (2*6:�

712)(7�+4�����5(9(6+0/(.1�I24�

%��&�� �.� (9(.� /+*(� 9-7-<6(� 5-44(*(.3(� 2/+.)� 5(9(6+0-.)� C2.5� 1+� 2�

6(77(*�(=1(.1>�267+�-.5871*-26-E(5D�.21-+.7�-7�1'(�6()26�1*(21/(.1�+4�1'(�

0*+5831-+.>� 5-77(/-.21-+.>� 71+*2)(� 2.5� 87(� +4� /21(*-267� -.9+69-.)�

7(=826�2<87(�+4�3'-65*(.���33+*5-.)�1+�2�*(3(.1�*(0+*1>�+.6:��"�+81�+4�

�$J��.1(*0+6�/(/<(*�3+8.1*-(7�'29(�6()-7621-+.�7844-3-(.1�1+�3+/<21�

3'-65� 0+*.+)*20':� +44(.7(7>� 2.5�"�� 3+8.1*-(7� '29(�.+� 6()-7621-+.� 21�

266�1'21�70(3-4-3266:�255*(77(7�3'-65�0+*.+)*20':�25��'(�.21-+.266:�2.5�

*()-+.266:�92*:-.)�5(4-.-1-+.7�+4�,'21�3+.71-181(7�3'-65�0+*.+)*20':�

2*(�2.+1'(*�0*+/-.(.1�(=2/06(�26��81�.+1�+.6:�/-)'1�1'(�5(4-.-1-+.�+4�

3'-65�0+*.+)*20':�92*:�,-1'-.�2�*()-+.>�<81�267+�1'(�5(4-.-1-+.�+4�,'+�

-7�0*+1(31(5�27�2�3'-65�8.5(*�1'(�62,�� ��2.:�/+*(�5-44(*(.3(7�+4�1'-7�

1:0(�3+865�<(�255(5>�4+*�-.712.3(�,-1'�*()2*5�1+�*(0+*1-.)�+<6-)21-+.7�

+*� 6-2<-6-1:� +4� +.6-.(� -.1(*/(5-2*-(7� -.9+69(5� -.� 1'(� 5-71*-<81-+.� +4�

783'�/21(*-267���

�

                                       
24  ECPAT International, Regional Overview on Child Sexual Abuse Images through the Use of 

Information and Communication Technologies in Belarus, Moldova, Russia and Ukraine, 
September 2008, p. 8. 

25 See, e.g., International Centre for Missing & Exploited Children, Child Pornography: Model 
Legislation & Global Review, 2008. 

26 Deborah Muir, Violence Against Children in Cyberspace, A contribution to the United 
Nations Study on Violence against Children, ECPAT International, 2005, p. 42 et seq. 
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�
� <#"*' +��37#!1.0.0�

�
�
� �. .")2��,0."/)!'# 0��

%��&�� �'(� 0*(9-+87� 02*2)*20'7� 081� 724(1:� 4+*� 3'-65*(.� 2.5� :+8.)�

0(+06(� -.� 1'(� 5-)-1266:� .(1,+*?(5� (.9-*+./(.1� -.� 3+.1(=1� 26+.)� 21�

6(271�1'*((�5-71-.31�5-/(.7-+.7B�

%��&�� �1� 1'(� 2.26:1-326� 6(9(6>� 1'(� <*-(4� 5-73877-+.� +4� 7+/(� +4� 1'(�

*(6(92.1� /23*+ 6(9(6� 02*2/(1(*7� -66871*21(7� 1'(� 3+/06(=-1:� +4� 1'(�

(3+7:71(/�1'21�.((57�1+�<(�12?(.�-.1+�233+8.1�,'(.�255*(77-.)�3'-65�

+.6-.(� 724(1:� -.� 1'(� 5(9(6+0-.)� ,+*65�� �'(� +9(*9-(,� 267+� 2/06-4-(7�

1'(�.((5�4+*�*(6-2<6(�5212�2.5�1'(�712.52*5-E21-+.�+4�-.5-321+*7�23*+77�

2� <*+25� 70(31*8/� +4� -778(7� *(621(5� 1+� -.4+*/21-+.� 2.5�

3+//8.-321-+.� 1(3'.+6+)-(7� C���D� 2.5� -66871*21(7� 1'(� 3'266(.)(� +4�

3*+77 3+8.1*:�3+/02*-7+.7�-.�6-)'1�+4�1'(�.8/<(*�+4�92*-2<6(7���

%��&�� �*+/�2�08<6-3�0+6-3:�2.)6(>� 1'(�+.6-.(� 724(1:�+4�:+8.)�87(*7� -7�

+.6:�+.(�2/+.)�/2.:�2.5�+41(.�(9(.�/+*(� 48.52/(.126� 3'266(.)(7�

423(5�<:�5(9(6+0-.)�.21-+.7���++?-.)�21�*(3(.1�1*(.57�1'21�-.5-321(�2�

.2**+,-.)�+4�1'(�233(77�)20�1'*+8)'�/+<-6(�1(3'.+6+):>�1'(�+9(*9-(,�

267+�78))(717�1'(�)*+,-.)�*(6(92.3(�+4�+.6-.(�724(1:�27�2�0+6-3:�-778(>�

,'-3'�*(A8-*(7�/+.-1+*-.)�2.5�/+*(�*(7(2*3'���

%��&�� ��.+*/21-9(�0(*70(31-9(�'-)'6-)'17�1'(�-/0+*12.3(�+4�0*2)/21-3�

200*+23'(7� ,'(.� 5(26-.)� ,-1'� 3'-65� +.6-.(� 724(1:� *-7?7� -.� 1'(�

5(9(6+0-.)� ,+*65�� �'(� 7-).-4-32.1� 3+.3(01826� 2.5� 2.26:1-326�

3'266(.)(7�3287(5�<:�1'(�(.+*/+87�3+/06(=-1:�2.5� 623?�+4�5212�2.5�

1'(� 8.721-74231+*:� 7121(� +4� 5(9(6+0-.)� 3+8.1*: 70(3-4-3� *(7(2*3'� -.�

1'-7�4-(65�7'+865�.+1�5-70(.7(�,-1'�0*+/01�231-+.�-.�2*(27�,'(*(�,(�

26*(25:� '29(� 21� 6(271� 7+/(� 5212>� 2.5� -.� ,'-3'� 3+.1(=1 7(.7-1-9(�

-.1(*9(.1-+.7� ,-1'� -. <8-61� 6(2*.-.)� /(3'2.-7/7� 32.� /2?(� 2�

5-44(*(.3(����

�

�
�
� �7.&'6'&��,0."/)!'# 0�

%�J&�� �'(�'-)' 6(9(6�+9(*9-(,�+4�1'(�<*+25�*2.)(�+4�3+.1(=1826�/23*+ 

6(9(6� 4231+*7� 1'21� 7'20(� 1'(� 3'-65� +.6-.(� 724(1:� 62.57320(� -.� 1'(�

5(9(6+0-.)�,+*65�78))(717�2�.8/<(*�+4�70(3-4-3�+<7(*921-+.7>�,'-3'�

/2:�21�6(271�7(*9(�27�712*1-.)�0+-.17�4+*�':0+1'(7(7�-.�1'(�3+.1(=1�+4�

4818*(>�/+*(� -. 5(01'�*(7(2*3'�0*+G(317�� ��'(7(�+<7(*921-+.7�32.�<(�

5-9-5(5� -.1+� 3+.1(=1826� 4231+*7� 1'21� 2*(� 6-?(6:� 1+� '29(� *21'(*� 5-*(31�

(44(317� +.� 1'(� 1:0(7� +4� 724(1:� *-7?7� :+8.)� 87(*7� 423(>� 2.5�

,	��/�
����'��#'���
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3'2*231(*-71-37� 1'21�2*(�(=0(31(5� 1+�'29(�2�7-).-4-32.1� -/0231�+.� 1'(�

5(9(6+0/(.1�+4�1++67�-.�*(70+.7(�1+�783'�3'266(.)(7����

�
�
�
� �'0*��&. )"'#0�

%�$&�� #2*1-3862*6:� .+1(,+*1':� -7� 1'(� 292-62<-6-1:� +4� *(621-9(6:� *+<871�

5212� 1'21� 5(/+.71*21(7� 1'(� -/0+*12.3(>� -.5((5>� 0*-/23:>� +4� /+<-6(�

0'+.(7� 27� 233(77� 5(9-3(7� -.� 1'(� :+81'� 3+.1(=1>� (70(3-266:� -.�

3+/02*-7+.� ,-1'� 1'(� -.5871*-26-E(5� ,+*65�� 
-44(*(.1� 233(77�

1(3'.+6+):� -7� 9(*:� 6-?(6:� 1+� '29(� 2.� -/0231� +.� 1'(� 3'2*231(*� 2.5�

A82.1-1:� +4� 3'-65� +.6-.(� 724(1:� -778(7� 2.5� 1'(� 02*1-3862*�

3'2*231(*-71-37� +4� *-7?� 73(.2*-+7�� �'(� '
��	�
��� /(5-21-.)� (44(31� +4�

02*(.17>� 1(23'(*7�2.5�+1'(*�32*()-9(*7�+.��.1(*.(1�233(77�2.5�872)(�

+4�1'(-*�3'-65*(.>�4+*�-.712.3(>�-7�5-44(*(.1�-.�1'(�327(�+4�/+<-6(�0'+.(7�

,'(.� 3+/02*(5� ,-1'� 6201+07� +*� #�7�� �+<-6(� 0'+.(7� (.2<6(� :+8.)�

87(*7� 1+� 3+//8.-321(� ,-1'� 6(77� 25861� 780(*9-7-+.�� �67+>� /+<-6(�

0'+.(7� 4+71(*� 02*1-3862*� 1:0(7� +4� 3+//8.-321-+.� ,'(.� 3+/02*(5�

,-1'� +1'(*� 233(77� 5(9-3(7�� �(=1� /(772)-.)>� 1'(� 2<-6-1:� 1+� 12?(� 2.5�

7(.5� -/2)(7� 2.5� 9-5(+7>� �6+<26� #+7-1-+.-.)� �:71(/� C�#�D� 6+321-+.�

2006-321-+.7>� +*� 1'(� 2<-6-1:� 1+� 4+66+, 80� -//(5-21(6:� 9-2� 6-9(�

3+.9(*721-+.�2*(�6-?(6:�1+�<(�724(1: *(6(92.1�4(218*(7�+4�/+<-6(�0'+.(�

1(3'.+6+):>�1+�.2/(�G871�2�4(,���

%�"&�� 	(7(2*3'� 7'+,7� 2� 3+..(31-+.� <(1,((.� +9(*266� 6(9(67� +4�

(58321-+.>�/(5-2�6-1(*23:�2.5�1'(�87(�+4�+.6-.(�/(5-2��	(3(.1�7185-(7�

'29(� *(9(26(5� 7-).-4-32.1� 5-44(*(.3(7� -.� /(5-2� 3+/0(1(.3:� 23*+77�

�8*+0(� 2.5� -.� 1'(� ����>� ,'-3'� '29(� <+1'� 2.� -/0231� +.� 1'(�

+00+*18.-1-(7� 277+3-21(5� ,-1'� �.1(*.(1� 872)(>� 2.5� +.� -17� *-7?7�� �'(�

���� 7121-71-37� 4*+/�5(9(6+0-.)� .21-+.7� *(4(*(.3(5� 2<+9(� -66871*21(� 2�

5*2/21-3�)20�,'(.�-1�3+/(7�1+�233(77�+4�(58321-+.�4+*�3'-65*(.���'-7�

78))(717� (9(.� )*(21(*� 02*1-3-021-+.� )207� 2.5� 1'(� 3*(21-+.� +4� .(,�

1:0(7� +4� -.(A826-1-(7� ,-1'� 5-*(31� *2/-4-321-+.7� 4+*� *-7?� (=0+78*(� +4�

3'-65*(.�-.�1'(�-.3*(27-.)6:�5-)-126�(.9-*+./(.1��

�
�
�
� �)6.!3��!")!.+'.0�

%�K&�� �.� 1'(� -.5871*-26-E(5�,+*65>� 7(9(*26� 71*21()-(7�2.5� -.71*8/(.17�

'29(� <((.� 0*+0+7(5� -.� *(70+.7(� 1+� 1'(� 724(1:� *-7?7� 1'21� 3'-65*(.�

(.3+8.1(*� -.� 5-)-126� 7023(7�� �/+.)� 1'(�/+71� 0*+/-7-.)� 200*+23'(7�

2*(� (58321-+.26� 71*21()-(7�� �'(� 3+.1(=1826� +9(*9-(,� +4� /-3*+ � 2.5�

/23*+ 6(9(6�4231+*7�0*+9-5(5�-.�1'(�0*(9-+87�7(31-+.�7'+865�3(*12-.6:�

.+1�0*(3685(�(58321-+.26�200*+23'(7�2-/(5�21�(.'2.3-.)�3'-65�5-)-126�

724(1:� 27� (6(/(.17� -.� 1'(� 71*21():� /-=� +4� 5(9(6+0-.)� .21-+.7�� � �'(�

�
"
���'�
	�#�

&�
��#�
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<*-(4� *(/2*?7� 7-/06:� 78))(71� 1'21� 1'(� 6+321-+.� 2.5� 200*+23'� 1+�

6(2*.-.)� 2.5� 1'(� 4+*/7� +4� (58321-+.� /-)'1� <(� 5-44(*(.1� -.� 1'(�

5(9(6+0-.)�,+*65�3+.1(=1���'(�*(621-9(6:� 6+,�5()*((�+4� ����872)(� -.�

73'++67� -.� /2.:� 3+8.1*-(7� 3+/<-.(5� ,-1'� 1'(� 0+0862*-1:� +4� /+<-6(�

0'+.(7� 2.5� �.1(*.(1� 324L7� 2/+.)� :+8.)� 87(*7� 78))(71� 1'21� 1'(�

3*(21-+.� +4� 6(2*.-.)� +00+*18.-1-(7� +817-5(� +4� 1'(� 36277*++/� 2.5�

(58321-+.�423-6-121(5�<:�0((*7�2*(�6-?(6:�1+�<(�2/+.)�1'(�?(:�(6(/(.17�

+4�2.:�0*+/-7-.)�71*21():��

%��&�� �.+1'(*� *(70+.7(� 0211(*.� -.� 1'(� 5-)-126� 724(1:� 2*(2� -.�

-.5871*-26-E(5� .21-+.7� 2*(� *()8621+*:� -.1(*9(.1-+.7>� *2.)-.)� 4*+/�

5-*(31�3+//2.5 2.5 3+.1*+6�6()-7621-+.�1+�/+*(�7+0'-71-321(5�/+5(6�

+4�3+ *()8621-+.>�,'(*(�-.5871*:�2.5�)+9(*./(.17�062:�-.�3+.3(*1�-.�

+*5(*�1+�255*(77�7+/(�+4�1'(�'2*5(71 1+ *(7+69(�724(1:� -778(7���'-6(�

70(3-4-3� 6()26� 2.5� *()8621+*:� -.1(*9(.1-+.7�/-)'1� 267+� <(� 78-12<6(� -.�

1'(� 5(9(6+0-.)� .21-+.� 3+.1(=1� C1'(� (.231/(.1� +4� 2.1- 3'-65� 0+*.�

6()-7621-+.�-7�2.�(=2/06(D>�1'(�0*+/-7(�+4�783'�200*+23'(7�7'+865�.+1�

<(�+9(*(71-/21(5�-.�.21-+.7�,'(*(�1'(�*86(�+4�62,�'27�.+1�<((.�4866:�

5(9(6+0(5� +*� -.� (.9-*+./(.17� ,'(*(� <27-3� (6(/(.17� +4� 1'(� 6()26�

-.4*271*8318*(�C783'�27�(44-3-(.1�(.4+*3(/(.1�*()-/(7D�/-)'1�18*.�+81�

1+�<(�.273(.1����

� �$. !'63' +�	1'2$��'+'!)2��)6.!3��00%.0��

�
� �/."/'.8�

%��&�� �'(� 0*(9-+87� 7(31-+.� (/0'27-E(7� 1'(� 3+.1(=1826� .218*(� +4�

5-)-126�724(1:>�,'-3'�78))(717�1'21�*(621(5�*-7?7�.((5�1+�<(�-5(.1-4-(5>�

2.26:E(5>� 2.5� (926821(5� <27(5� +.� 2� 3+8.1*: 70(3-4-3� C0(*'207� (9(.�

78< .21-+.26D>� 5212 5*-9(.� <+11+/ 80� 200*+23'�� �83'� 2.� 200*+23'�

'27� /2.:� 2592.12)(7N� -1� 5*2,7� +8*� 211(.1-+.� 1+� 231826� *21'(*� 1'2.�

/(*(6:�1'(+*(1-326�*-7?7>�266+,7�87�1+�255�.(,�*-7?�321()+*-(7�27�1'(:�

(/(*)(�C12?(>� 4+*� -.712.3(>� H7(=1-.)I�27�783'�2�*(3(.1�5(9(6+0/(.1D>�

2.5�(.78*(7�12-6+*(5�*(70+.7(�71*21()-(7��
.(�5-72592.12)(>�'+,(9(*>�

-7�1'21�783'�2.�200*+23'�/2?(7�1'(�-5(.1-4-321-+.�+4�5-)-126�*-7?7�9(*:�

5-44-3861� ,'(.� /+9-.)� -.1+� (.9-*+./(.17� ,'(*(� ,(� 623?� 5212� 2.5�

,'(*(�1'(�0*-/2*:�4+387�-7�+.�A826-121-9(�'+*-E+.�732..-.)>�(/(*)-.)�

-778(7�2.26:7-7>�2.5�*-7?�277(77/(.1���

%��&�� �'-6(�,(�23?.+,6(5)(�1'(�.((5�4+*�2.5�<(.(4-17�+4�5212 5*-9(.�

200*+23'(7�2-/(5�21�-5(.1-4:-.)�2.5�*21-+.26-E-.)�5-)-126�724(1:�*-7?7�

4+*� 3'-65*(.� 2.5� :+8.)� 0(+06(>� ,(� 0*+0+7(� 4+*� 1'(� 3+.1(=1� 2.5�

<������
�/�-	���$�	�

	#��

,''�
����

��	���
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���
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08*0+7(�+4�1'-7�020(*�1'(�87(�+4�2�1(.121-9(�4*2/(,+*?�1'21�7((?7�1+�

71*8318*(� 1'(� /2-.� 7(1� +4� 4231+*7� 1'21� 3+.71-181(� 5-)-126� 724(1:� *-7?7�

2.5� 2-/7� 1+� /20� 1'(� 92*-+87� 0+77-<6(� *-7?� 36871(*7�� �'(� 4+66+,-.)�

/21*-=�5(9(6+0(5�<:�1'(�����-57�
.6-.(�#*+G(31�-7�'(60486�1+�21�6(271�

��	���
$��/� -5(.1-4:� 2.5� 36871(*� 1'(� 92*-+87� +.6-.(� *-7?7� 423(5� <:�

:+8.)�0(+06(�2.5�3'-65*(.�-.�1'(�3+.1(=1�+4�5(9(6+0-.)�.21-+.7B27�

�

�

�

�

%��&�� �27(5� +.� 1'21� 4*2/(,+*?>� ,(� '29(� -5(.1-4-(5� 2� 7(*-(7� +4�

*(7(2*3'� +810817� 23*+77� 5(9(6+0-.)� .21-+.7� 1'21� 0*+9-5(� 2.(35+126�

368(7� 2.5>� -.� *2*(� -.712.3(7>� (/0-*-326� (9-5(.3(� +4� 70(3-4-3� 5-)-126�

724(1:� *-7?7� 4+*� 3'-65*(.� 2.5� :+8.)� 0(+06(�� �'(� *(9-(,(5�/21(*-267�

92*:� )*(216:� -.� 200*+23'>� 73+0(>� 5(01'>� 2.5� 1+.(>� 2.5� ,(� '29(� .+1�

<((.� 2<6(� 1+� 4-.5� /21(*-267� 4+*� 266� 0+77-<6(� *-7?� 36871(*7� +4� 1'(�

4*2/(,+*?�� �+66+,-.)� 2� 0*2)/21-3� 200*+23'>� 1'(� 4+66+,-.)�

78<7(31-+.�23?.+,6(5)(7�1'21�1'(*(�-7�2�6+1�1'21�,(�5+�.+1�?.+,>�<81�

1*-(7� 1+� ,+*?� 1+,2*57� 2� 5((0(*� 8.5(*712.5-.)� <27(5� 80+.� 1'(�

*(621-9(6:�6-116(�-.4+*/21-+.�1'21�,(�'29(�7+�42*��

�

                                       
27 The evaluation of the identified risks, however, will very much depend on contextual factors. 
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�
� �.2.&!.$��'0*�	2%0!."0��

�
�
� �.8��#";0�#6��"#$%&!'# �#6�	1'2$��,%0.��;)+.0��

%��&�� 
-)-126� 1(3'.+6+)-(7� '29(� 5*2/21-3266:� 3'2.)(5� 1'(� ,2:7� -.�

,'-3'� -/2)(7� +4� 7(=826� 2<87(� 2.5� (=06+-121-+.� +4� 3'-65*(.� 32.� <(�

0*+583(5�2.5�5-71*-<81(5����1'+*+8)'�5-73877-+.�+4�1'-7�/861- 423(1(5�

2.5� 3+/06(=� 7+3-26� 0'(.+/(.+.� 2.5� -17� (44(317� +.� 3'-65*(.� -.�

5(9(6+0-.)�.21-+.7� -7� +817-5(� 1'(� 73+0(�+4� 1'-7� 020(*���+,(9(*>� 1'(�

1*(.5� 1+,2*57� *(26 1-/(� 3*(21-+.� +4� 0+*.+)*20':O,'-3'� /2:�

-.3685(� 3'-65� 0+*.+)*20':>� 5(0(.5-.)� +.� 1'(� 5(4-.-1-+.O<:� 87-.)�

�(<� 32/7� 2.5� +1'(*� +.6-.(� 1(3'.+6+)-(7� '27� <((.� 462))(5� -.� 1'(�

*(9-(,(5�6-1(*218*(�27�2.�(/(*)-.)�-778(>�02*1-3862*6:�C<81�.+1�+.6:D�

-.�1'(�5(9(6+0-.)�.21-+.�3+.1(=1�28���

%��&�� ��73'+62*6:�2*1-36(�+.�7(=�2.5�1(3'.+6+): (.2<6(5�:+81'�38618*(�

-778(7� -.� �.5+.(7-2� 5-73877(7� .(,� 4+*/7� +4� 0*+5831-+.� 2.5�

5-71*-<81-+.� +4� 0+*.+)*20'-3� /21(*-267� <:� '-)'6-)'1-.)� 1'(� *+6(� +4�

�.1(*.(1�324L7�-.�2�3+8.1*:�,'(*(�<*+25<2.5��.1(*.(1�3+..(31-+.7�1+�

1'(�'+/(�-7�71-66� 6+,���'-6(�87(*7�+4�3:<(*�324L7�/-)'1�<(�/+.-1+*(5�

+.3(�1'(:�+0(.�7870-3-+87��(<7-1(7>�/2.:�+4� 1'(7(�324L7�*(0+*1(56:�

'29(�0*-921(�<++1'7�(A8-00(5�,-1'�#��2.5��(<�32/>�,'-3'�2*(�87(5�

<:�)-*67� 4+*�+.6-.(�71*-01(27(�7'+,7� -.�*(18*.� 4+*�/+.(:� 1*2.74(**(5�

1+� 1'(-*� 0*( 02-5� /+<-6(� 0'+.(� 233+8.17�29� �-/-62*� 0*+<6(/7� 2*(�

*(0+*1(5� 4*+/� 1'(� #'-6-00-.(7>� ,'(*(� 0*+4-1 /2?-.)� 9(.18*(7� '29(�

(/(*)(5� 1'21� 4(218*(�25+6(73(.17�0(*4+*/-.)� 7(=826� 2317� -.� 4*+.1�+4�

�(<� 32/(*27>� 4+66+,-.)� -.71*831-+.7� +4� 87(*7� ,'+� 02:� <:� 3*(5-1�

32*5�30�

�

�
�
� �.4!' +�

%�J&�� �(=1-.)�C2�0+*1/2.1(28�+4�7(=�2.5�1(=1-.)D�*(4(*7�1+�2�*(621-9(6:�

*(3(.1� 7+3-26� 0*231-3(� 2/+.)� 1((.2)(*7� 2.5� :+8.)� 258617�,'+� 7(.5�

7(=8266:�(=06-3-1�/(772)(7>�0'+1+7>�+*�9-5(+�36-07�+9(*�/+<-6(�0'+.(7��

                                       
28 See Marie-Laure Lemineur Retana: El Combate Contra La Pornografia Infantil en Internet: El 

caso de Costa Rica, International Labor Organization/International Program for the 
Eradication of Child Labor 2006. 

29 Bart Barendregt, Sex, phones and youth culture: Pornoaksi and the fear of new media in 
present day Indonesia, Asia Culture Forum 2006, p. 5 (manuscript on file with authors). 

30 See Arnie C. Trinidad, Child Pornography in the Philippines, Psychosocial Trauma and 
Human Rights Program UP Center for Integrative and Development Studies and UNICEF 
Manila 2005. 
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�'-6(� /+*(� *(7(2*3'� -7� .((5(5>� *(3(.1� 78*9(:7� 4*+/� 1'(�

-.5871*-26-E(5� ,+*65� -.5-321(� 1'21� 7(=1-.)� -7� 2� 0'(.+/(.+.� +4�

-.3*(27-.)�*(6(92.3(� -.� 1'(�3+.1(=1�+4�5-)-126�724(1:� 4+*�3'-65*(.�2.5�

:+8.)�0(+06(>�,'-3'�6-.?7�1'(�0*+5831-+.�2.5�5-77(/-.21-+.�+4�3'-65�

0+*.� C7((� 0*(9-+87� 02*2)*20'D� ,-1'� 1'(� -778(7� +4� (=0+78*(� 1+�

0+*.+)*20':� 2.5� '2*277/(.1� C7((� 78<7(A8(.1� 02*2)*20'7D�31� �'(�

(=06+*21+*:� 6-1(*218*(� *(9-(,� '27� .+1� *(9(26(5� *(6-2<6(� 5212� +.� 1'-7�

0'(.+/(.+.�-.�1'(�5(9(6+0-.)�.21-+.�3+.1(=1���+,(9(*>�7(=1-.)�'27�

<((.�/(.1-+.(5�-.�2�.8/<(*�+4�2325(/-3�020(*7���

%�$&�� ��*(0+*1�4*+/��.5+.(7-2>�4+*�(=2/06(>�5(/+.71*21(7�'+,�/+<-6(�

0'+.(�32/(*27�2*(�87(5�<:�1((.2)(*7�1+�0*+583(�36-07�4(218*-.)�)-*67�

2.5� <+:7� (.)2)(5� -.� 7(=8266:� (=06-3-1� <('29-+*>� 2.5� '-)'6-)'17� 1'(�

*+6(� +4� /+<-6(� 0'+.(7� -.� 1'(� 5-71*-<81-+.� 2.5� 233(77� +4� '2*/486�

/21(*-267O2� 0'(.+/(.+.� 1'21� '27� 6(5� 1+� 0+6-3(� -.70(31-+.7� +4�

-.5-9-5826�/+<-6(�0'+.(7� -.�7(9(*26� �.5+.(7-2.�73'++67�32���7185:�+4�

25+6(73(.1� )-*67;� 87(� +4� /+<-6(� 0'+.(7� -.� �20(� �+,.� 5-73877(7>�

2/+.)�+1'(*�1'-.)7>�1'(�0*231-3(�+4�7(=826�(=0(*-/(.121-+.�+9(*��!-1>�

2� 0+0862*� �+81'� �4*-32.� <27(5� -.712.1� /(772)-.)� 2006-321-+.� 1'21�

*8.7�+.��#	�P���/+<-6(�0'+.(7�,-1'��292�7800+*1�� �.1(*9-(,7�,-1'�

:+8.)� 87(*7� 3+.4-*/� (=0+78*(� 1+� 8.5(7-*2<6(� -/2)(7� -.� 0((*�

*(621-+.7'-07�2.5�-.5-321(�5-44(*(.3(7�-.�'+,�0'+1+)*20'7�,(*(�87(5�

<:�)-*67�2.5�<+:7�33�	(0+*17�4*+/��.5-2�267+�3+.4-*/�1'21�7(=1-.)�-7�2.�

(/(*)-.)�0'(.+/(.+.�34�

�

�
�
� 
47#0%".�!#��#" #+")713��

%�"&�� 
-)-126� 1(3'.+6+)-(7� '29(� .+1� +.6:� 244(31(5� 1'(�,2:7� -.�,'-3'�

'2*/486>� 0*+<6(/21-3� 2.5� -66()26� 3+.1(.1� -7� 0*+583(5>� <81� '27� 267+�

/25(�-1�(27-(*�4+*�87(*7�1+�233(77�783'�/21(*-267�35���3+/0*('(.7-9(�

*(9-(,� +4� (=-71-.)� *(7(2*3'� -.� 1'(� ����� *(3(.16:� 3+.4-*/(5� 1'(�

-.3*(27(5� 292-62<-6-1:� +4� '2*/486� /21(*-267>� <81� 3+.3685(5� 1'21� 1'(�

                                       
31 According to a 2009 Pew Internet survey, 8% of 17 year-olds with mobile phones had sent a 

sexually provocative image by text, and 30% had received a nude or nearly nude image on 
their phone, online at http://www.pewinternet.org/Reports/2009/Teens-and-Sexting.aspx 

32 Bart Barendregt, Sex, phones and youth culture: Pornoaksi and the fear of new media in 
present day Indonesia, Asia Culture Forum 2006, p. 13 (manuscript on file with authors). 

33 Tanja E. Bosch, Wots ur ASLR? Adolescent girls’ use of cellphones in Cape Town, April 25, 
2008, p. 6 and p. 17 (manuscript on file with authors) 

34 See Lina Acca Mathew, Online Child Safety from Sexual Abuse in India, 2009(1), Journal of 
Information, Law & Technology (JILT), at http://go.warwick.ac.uk/jilt/2009_1/mathew. 

35 See, e.g., Deborah Muir, Violence Against Children in Cyberspace, A contribution to the 
United Nations Study on Violence against Children, ECPAT International, 2005, pp. 52-58. 

,	���
�����$
��	����

���	
��	
	�



 

 20

�.1(*.(1� 5+(7� .+1� 26,2:7� 6(25� 1+� -.3*(27(5� (=0+78*(� +4� 3'-65*(.�36�

�(71(*.� *(7(2*3'� 7'+,7� 1'21� 8.,2.1(5� (=0+78*(� 1+� 0+*.+)*20':�

5+(7� +338*� +.6-.(>� <81� 267+� 0+-.17� +81� 1'21� 1'+7(� /+71� 6-?(6:� 1+� <(�

(=0+7(5� 2*(� 1'+7(� 7((?-.)� -1� +81�� 	(7(2*3'� 4*+/� +1'(*� 02*17� +4� 1'(�

,+*65�C(�)�� 4*+/�1'(�	(08<6-3�+4��+*(2D>�78))(717�2�*-7-.)�.8/<(*�+4�

3+/062-.17� 2<+81� +.6-.(� 0+*.+)*20':� 2.5� 8.,2.1(5� :+81'�

(=0+78*(�37� �'-65*(.;7� (=0+78*(� 1+� 0+*.+)*20':� '27� 267+� <((.�

-5(.1-4-(5�27�2.�-778(�-.�1'(�5(9(6+0-.)�3+.1(=1��

%�K&�� 
212�4*+/�2�78*9(:�-.��'2-62.5>�4+*�-.712.3(>�78))(717�1'21���M�

+4� 7(9(. � 1+� (6(9(. :(2* +657� '29(� '25� (=0+78*(� 1+� �(<7-1(7�

5-7062:-.)� 0+*.+)*20'-3� 3+.1(.1�38� �/+.)� +65(*� *(70+.5(.17>� J�M�

'29(� 9+68.12*-6:� 9-7-1(5� 0+*.� 7-1(7� 21� 6(271� +.3(�� �� *(0+*1� 4*+/� 1'(�

#'-6-00-.(7� 6-.?7� -.3*(27(5� 233(77� 1+� 0+*.+)*20'-3� 7-1(7� <:� �-6-0-.+�

3'-65*(.� 1+� 1'(� 0*+6-4(*21-+.� +4� 3:<(*� 324L7� -.� 8*<2.� 2*(27B� H�4� +.(�

9-7-17�1'(7(�3:<(*�324L7>�-1�-7�.+�6+.)(*�78*0*-7-.)�1+�4-.5�3'-65*(.�2.5�

1((.2)(*7�,'+�78*4�0+*.+)*20'-3�7-1(7>�,-1'�4(,�3:<(*�324L�+0(*21+*7�

71+00-.)� 1'(7(� 3'-65*(.� 4*+/� 233(77-.)� 1'+7(� 02)(7�I39� �-/-62*�

7121(/(.17�<:�*(7(2*3'(*7�32.�<(�4+8.5>�4+*�-.712.3(>�,-1'�*()2*5�1+�

�.1(*.(1� 324L7� -.� �(.()26>� (70(3-266:� -.� 
2?2*�40� �� �'-.(7(� 78*9(:�

(=2/-.-.)� 1'(� *(621-+.7'-0� +4� �.1(*.(1� 87(� 2.5� ���� ?.+,6(5)(� +4�

3+66()(� ?-57� 2.5� (=06+*-.)� 1'(� *(621-+.7'-0� <(1,((.� +.6-.(� *-7?�

<('29-+*7�2.5�7(=826�712187>�7(=826�-.1(.1-+.>�2.5�7(=826�0(*3(01-+.7�

4-.57� 1'21� /26(� 7185(.17� *(0+*1(5� /83'� '-)'(*� *21(7� +4� 9-7-1-.)�

0+*.+)*20'-3� �(<7-1(7� +*� (.)2)-.)� -.� +1'(*� +.6-.(� *-7?� <('29-+*7��

�185(.17� ,'+� H,(*(� 7(=8266:� 231-9(>� 062..(5� 1+� '29(� 7(=>� +*�

0+77(77(5� 0(*/-77-9(� 211-185(7� 1+,2*5� 0*( /2*-126� 7(=� ,(*(� /+*(�

6-?(6:� 1+� *(0+*1� +.6-.(� *-7?� <('29-+*7� 783'� 27� 9-7-1-.)� 0+*.+)*20'-3�

7-1(7>� 3:<(*<866:-.)>� +*� 5-71*-<81-.)� (*+1-3� /21(*-267� 9-2� 1'(�

�.1(*.(1�I41�

                                       
36 ISTT report, p. 5.  
37 See Deborah Muir, Violence Against Children in Cyberspace, A contribution to the United 

Nations Study on Violence against Children, ECPAT International, 2005, p. 55 (with 
reference). 

38 Isabelle Michelet, Our Children at Risk Online: The Example of Thailand, in: A Survey 
Report, Our Children at Risk Online, The Example of Thailand, ECPAT International 
2003, p. 15. 

39 See Arnie C. Trinidad, Child Pornography in the Philippines, Psychosocial Trauma and 
Human Rights Program UP Center for Integrative and Development Studies and UNICEF 
Manila 2005, p. 79. 

40 See Internet Child Pornography and Young People in Dakar, Abstract, available at _.  
41 See YAN HONG, XIAOMING LI, RONG MAO, BONITA STANTON, Internet Use 

Among Chinese College Students: Implications for Sex Education and HIV Prevention, 
CYBERPSYCHOLOGY& BEHAVIOR, Volume 10, Number 2, 2007, 161-170. 
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%��&�� 
-)-126� 1(3'.+6+)-(7� 783'� 27� -.712.1� /(772)-.)� 2.5� �/2-6� 2.5�

.(,�7+3-26�7023(7�-.�1'(��(<>�783'�27�3'21�*++/7>�1((.�521-.)�0+*1267>�

+.6-.(�/861-062:(*� )2/(7� 2.5� 7+3-26� .(1,+*?-.)� 7-1(7>� '29(� 7'20(5�

1'(� 0*+3(77� +4� )*++/-.)� 2� 3'-65� 4+*� 7(=826� 2<87(� 2.5� (=06+-121-+.�42�

�2,� (.4+*3(/(.1� 327(7� 0*+9-5(� -/0+*12.1� -.7-)'17� -.1+� .(,�

)*++/-.)� 200*+23'(7� 2.5� 986.(*2<-6-1-(7� +4� 3'-65*(.�� �+,(9(*>�

*(7(2*3'� -.� 1'-7� 2*(2� 62)7� <('-.5� 1(3'.+6+)-326� 5(9(6+0/(.1� 2.5�

:+81'� 0*231-3(7� 2.5� /+716:� 0*(521(7� 7+3-26� .(1,+*?-.)� 7-1(7� 2.5�

9-*1826�,+*657�43��)2-.71�1'-7�<23?)*+8.5>�-1�-7�0(*'207�.+1�78*0*-7-.)�

1'21�2.�(=06+*21+*:� 6-1(*218*(�*(9-(,�'27�*(9(26(5�+.6:�9(*:� 6-/-1(5�

5212�+.�)*++/-.)�<:�258617�+*�0((*7�9-2�7+3-26�.(1,+*?-.)�7-1(7�2.5�

7-/-62*�-.1(*231-9(�06214+*/7�-.�5(9(6+0-.)�.21-+.7��

%��&�� �33+*5-.)� 1+� 2� 7185:� 4*+/� �'2-62.5>� ��M� +4� 1'(� 78*9(:(5�

:+8.)(*� 3'-65*(.� *(0+*1(5� 3+//8.-321-.)�,-1'� 9-*1826� 4*-(.57>� 2.5�

��M�87(5����2.5��/2-6�+*�3'21�*++/7�1+�70(2?�,-1'�71*2.)(*7����M�

+4� 266� *(70+.5-.)� 7(9(. � 1+� (6(9(. :(2* +657� '29(� /(1� 423( 1+ 423(�

,-1'� 7+/(+.(� 1'(:� 4-*71�/(1�+9(*� 1'(� �.1(*.(1>� 2.5� -.��$M�+4� 1'(7(�

327(7>� 1'(�/((1-.)�,27� 2� 78*0*-7(>�,'-3'� 18*.(5� -.1+� 2.�8.06(272.1�

(=0(*-(.3(�4+*�'264�+4�1'(/>�/+716:�<(3287(�1'(-*�9-*1826�4*-(.57�'25�

6-(5�2<+81� 1'(/7(69(7���,(.1: 0(*3(.1�+4� 1'(�7(9(. � 1+�(6(9(. :(2* 

+657� ,'+� 87(5� +.6-.(� 3'21� /(.1-+.(5� 7'+3?-.)� (=0(*-(.3(7� +.6-.(>�

/2-.6:� 58(� 1+� 1'(� 87(� +4� <25� 62.)82)(� +*� <(3287(� 1'(� 3+8.1(*02*1�

-.1(.5(5� 1+� 7(.5� 9-+6(.1� +*� 7(= *(621(5� /21(*-267�� �/+.)� +65(*�

3'-65*(.>� ��M� +4� 3'21� 87(*7� *(0+*1(5� 1'21� 1'(-*� 3+**(70+.5(.1� '25�

-.9-1(5� 1'(/� 1+� (.)2)(� -.� 7(=826� 231-9-1-(7�44� �'(7(� *(78617� 2*(�

7800+*1(5� <:� 2.(35+126� (9-5(.3(� 4*+/� +1'(*� 5(9(6+0-.)� 3+8.1-(7��


.(�A826-121-9(��4*-32.�7185:>�4+*�-.712.3(>�A8+1(7�2*1-36(7�-.�0+0862*�

/2)2E-.(7�2.5�.(,7020(*7�233+*5-.)�1+�,'-3'�+.(�+4��+81'��4*-32;7�

0+0862*�-.712.1�/(772)-.)�7(*9-3(7�-7�87(5�1+�5-71*-<81(�0+*.+)*20':�

                                       
42 See, e.g., Deborah Muir, Violence Against Children in Cyberspace, A contribution to the 

United Nations Study on Violence against Children, ECPAT International, 2005, pp. 46-51. 
43 Earlier research suggested that “cases of sexual predation on minors by adults typically 

involved post-pubescent youth who were aware that they were meeting an adult male for 
the purpose of engaging in sexual activity”, ISTT report, p. 4.  

44 Isabelle Michelet, Our Children at Risk Online: The Example of Thailand, in: A Survey 
Report, Our Children at Risk Online, The Example of Thailand, ECPAT International 
2003, p. 17 and p. 24 et seq. 

���	
��	
	�

,	���
�����$
��	���



 

 22

2.5� 266+,7�0(5+0'-6(7� 1+� 3+.1231�/-.+*7>� +41(.�<:�0*(1(.5-.)� 1+�<(�

/-.+*7�1'(/7(69(7�45��

�

�
�
� 	3,.",%223' +��

%��&�� �.�5(9(6+0(5�.21-+.7>�+.6-.(�'2*277/(.1�2.5�3:<(*<866:-.)�2*(�

1'(�/+71�4*(A8(.1�1'*(217�1'21�3'-65*(.�423(>�<+1'�+.6-.(�2.5�+446-.(��

�'-6(�<+1'�3+.3(017�'29(�.+�36(2*�2.5�3+.7-71(.1�5(4-.-1-+.�2.5�2*(�

1'(*(4+*(� 5-44-3861� 1+�/(278*(>� 2� )*+,-.)� <+5:� +4� *(7(2*3'� 78))(717�

1'21�92*-+87� 4+*/7�+4�3:<(*<866:-.)�'200(.�1+�2�7-).-4-32.1�/-.+*-1:�

+4� 3'-65*(.� 2.5� :+8.)� 0(+06(� +.6-.(�� �1� 4*(A8(.16:� 12?(7� 0623(�

<(1,((.�-.5-9-58267�,'+�?.+,�+.(�2.+1'(*>�-7�+41(.�*(3-0*+326�2.5�-7�

+41(.�3+**(621(5�,-1'�+1'(*�4+*/7�+4�*-7?:�<('29-+*�2.5�5-73+.3(*1-.)�

07:3'+6+)-326�0*+<6(/7�46���

%��&�� �:<(*<866:-.)�'27�267+�<((.�*(0+*1(5� 4*+/�92*-+87�5(9(6+0-.)�

.21-+.7>� -.3685-.)� �+81'� �4*-32>� �'-.2>� �.5-2>� 2.5� �'2-62.5>� 2/+.)�

+1'(*7�47��.5-2.�73'+62*7�-.�02*1-3862*�'29(�-5(.1-4-(5�3:<(*<866:-.)�27�

2.�-/0+*12.1�-778(>�02*1-3862*6:�2/+.)�7185(.17�<(1,((.�J1'�1+���1'�

)*25(7�48���7185:�+.�/+<-6(�0'+.(�<866:-.)�-.��.5-2�78))(717�1'21���M�

+4� 78*9(:(5� 73'++6� 7185(.17� '29(� <((.� 9-31-/7� +4� /+<-6(� 0'+.(�

<866:-.)>� 2.5� 1'21� �KM� '29(� <((.� -.9+69(5� -.� <866:-.)� +1'(*7�49� ��

�KK��78*9(:�2/+.)��>$���3+66()(�7185(.17�4*+/�2.�(271(*.�0*+9-.3(�

+4� �'-.2� 267+� 78))(717� 1'21� 3:<(*<866:-.)� -7� 2� 7-).-4-32.1� -778(� 2.5�

6-.?7� -1>� 1+)(1'(*�,-1'� +1'(*� 4+*/7� +4� +.6-.(� *-7?� <('29-+*7� 783'� 27�

                                       
45 Tanja E. Bosch, Wots ur ASLR? Adolescent girls’ use of cellphones in Cape Town, April 25, 

2008, p. 6 and 17 (manuscript on file with authors) 
46 See ISTTF report, p. 17. 
47 See, e.g., Shaheen Shariff, Cyber-bullying: issues and solutions for the school, the classroom 

and the home, Routledge (2008), pp. 54-64. See also Larry Stillman, Is there an ideal type?  
Developing planning and evaluation models for a digital social inclusion project: Digital 
Doorways, South Africa, Prato CIRN 2008 Community Informatics Conference: ICTs for 
Social Inclusion: What is the Reality? Refereed Paper at 
http://www.ccnr.net/pratoconf2008/stillman.pdf. 

48 See Debarati Halder and K. Jaishankar, Bullying and Cyber Bullying in Schools: Need to 
address the Legal and Policy Vacuum in India. July 2007, available at 
http://www.articleco.com/Article/Bullying-and-Cyber-Bullying-in-Schools--Need-to-
address-the-Legal-and-Policy-Vacuum-in-India/47140; see also Debarati Halder and 
Jaishankar K., (2007). The problem of cyber bullying amongst school students in India: 
The loopholes in IT Act CyberLawTimes.com , Monthly Newsletter, volume 2, issue 8, 
August 2007. 

49 See Shaheen Shariff, Cyber-bullying: issues and solutions for the school, the classroom and 
the home, Routledge (2008), p. 63. K. Jaishankar and Debarati Halder, in: Cyber bullying 
among school students in India, K. Jaishankar (ed.), International Perspectives on Crime 
and Justice, Cambridge Scholars Publishing (2009), 579. 
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9-7-1-.)� 0+*.+)*20'-3� 7-1(7>� 1+� 1'(� 7(=826� 231-9-1:� 6(9(6� 2.5� 712187>�

*(70(31-9(6:>�+4�:+8.)�87(*7�50��

 

�
� <#"*' +��37#!1.0.0�

�
�
� �. .")2��,0."/)!'# 0�

%��&�� �.� (=06+*21+*:� *(9-(,� +4� 1'(� 6-1(*218*(� 1'21� -5(.1-4-(7� 2.5�

5-73877(7�1'(�5-)-126�*-7?7�+4�3'-65*(.�-.�5(9(6+0-.)�.21-+.7�78))(717�

C+.(�/-)'1�255B�.+1�78*0*-7-.)6:�)-9(.�1'(�3+.1(=1826�4231+*7�+816-.(5�

2<+9(�2.5�*(7+8*3(�3+.71*2-.17D�1'21�1'-7�71*2.5�+4�*(7(2*3'O5(70-1(�

9(*:� -/0+*12.1� -.5-9-5826� 3+.1*-<81-+.7O-7� *(621-9(6:� .273(.1� -.�

1(*/7�+4�/(1'+5+6+)-(7>�<*(251'>�2.5�5(01'�,'(.�3+/02*(5�,-1'�1'(�

7121(� +4� ?.+,6(5)(� -.� 1'(� �.-1(5� �121(7� 2.5� �8*+0(�� �+.7(A8(.16:>�

/83'� +4� 1'(� /21(*-267� *(4(*(.3(5� -.� 1'(� *(9-(,(5� 72/06(� *(4(*� 1+�

-.5871*-26-E(5� .21-+.� 7185-(7� 2.5� 2*1-36(7�� �+� 1'(� (=1(.1� 1'21�

5(9(6+0-.)� .21-+. 70(3-4-3� *(7(2*3'� '27� <((.� 3+.5831(5>�/83'� +4� -1�

200(2*7� 1+� <(� <27(5� +.� 2.(35+126� (9-5(.3(>� ,-1'� +.6:� 2� 4(,�

(=3(01-+.7���

%��&�� �'(*(�(-1'(*�A826-121-9(�+*�A82.1-121-9(� -.4+*/21-+.�*()2*5-.)�

1'(� *-7?� 321()+*-(7� -7� 292-62<6(>� 1'(� *(78617� 2*(� 1:0-3266:� .+1�

3+/02*2<6(� <(1,((.� 3+8.1*-(7�� �'(� 0*+<6(/� +4� 5212� 3+/02*2<-6-1:�

,-1'�*()2*5�1+�*-7?:�<('29-+*>�'+,(9(*>� -7�02*1�+4�2� 62*)(*�-778(�1'21�

)+(7� 42*� <(:+.5� 5-)-126� 724(1:� 2.5� 2006-(7� .+1� +.6:� 1+� 5(9(6+0-.)�

.21-+.7B� �'-6(� )*(21� 0*+)*(77� '27� <((.� /25(� 1+� 712.52*5-E(�

7121-71-326� -.5-321+*7� 2.5� /(1'+5+6+)-(7� 1+� /(278*(� 1'(� 87(� +4�

-.4+*/21-+.�2.5�3+//8.-321-+.� 1(3'.+6+):�<:�:+8.)�0(+06(�23*+77�

1'(� ,+*65>� 7121-71-326� 3+/02*2<-6-1:� -7� 71-66� 9(*:� 6-/-1(5�51��

�-1'� *()2*5� 1+� 4818*(� *(7(2*3'� +.� 3'-65*(.� 2.5� :+8.)� 0(+06(� -.�

5-)-126�7023(7>�*(7(2*3'(*7�-.�5(9(6+0-.)�.21-+.7�2.5�(67(,'(*(�/2:�

<(�-.70-*(5�<:�1'(�<(71�0*231-3(�)8-5(�4+*�3*+77 .21-+.26�3+/02*21-9(�

*(7(2*3'�27�5(9(6+0(5�<:�����-57�
.6-.(�0*+G(31�52�

                                       
50 Yan Hong, Xiaoming Li, Rong Mao, Bonita Stanton, Internet Use Among Chinese College 

Students: Implications for Sex Education and HIV Prevention, Cyberpsychology & 
Behavior, Volume 10, Number 2, 2007, 161-170. See also Qing Li, A cross-cultural 
comparison of adolescents’ experience related to cyberbullying, Educational Research 
(forthcoming).  

51 See, ITU, Use of Information and Communication Technology by the World’s Children and 
Youth, 2008, pp. 15-18. 

52 See Sonia Livingstone and Leslie Haddon, EU Kids Online: Final Report, pp. 31-32 with 
reference to the online FAQ.  
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�

3.3.2 �7.&'6'&��,0."/)!'# 0� 

%�J&�� �++?-.)�<23?�21�1'(�4*2/(,+*?�+816-.(5�2<+9(>�1'(�(=06+*21+*:�

6-1(*218*(�*(9-(,�78))(717�1'21�1'(�/+71�0*(926(.1�5-)-126�724(1:�*-7?7�

1'21�3'-65*(.�2.5�:+8.)�0(+06(�423(�-.�5(9(6+0-.)�.21-+.7�2*(�7(=826�

2.5P+*� *(621(5� 1+� +1'(*� 4+*/7� +4� 2))*(77-9(� <('29-+*� -.� .218*(��

�+//(*3-26�2.5�9268(�+*-(.1(5�*-7?7>�<:�3+.1*271>�062:�2�6-116(�*+6(�-.�

1'(� *(9-(,(5� /21(*-267�� �+/(� +4� 1'(� /+71� 4*(A8(.16:� /(.1-+.(5�

7(=826�*-7?�321()+*-(7�2*(�,(66�?.+,.�4*+/�1'(� -.5871*-26-E(5�,+*65�

3+.1(=1B� /((1-.)� 71*2.)(*7� 2.5� <(-.)� )*++/(5>� (=0+78*(� 1+�

0+*.+)*20':>� +*� 3*(21-.)P806+25-.)� 0+*.+)*20'-3� /21(*-267�

C(70(3-266:�9-2�/+<-6(�0'+.(7D�2*(�0'(.+/(.2�1'21�2*(�267+�5-73877(5�

-.� 1'(� ����� 2.5� 23*+77� �8*+0(�� �2/-6-2*� 4*+/� 1'(� -.5871*-26-E(5�

.21-+.7;� 0(*70(31-9(� 2*(� 267+� -778(7� 2*+8.5� 3:<(*<866:-.)>� ,'-3'�

7((/7� 1+� <(3+/(� 2.� -.3*(27-.)6:� )6+<26� *-7?� 4+*� :+81'� +.6-.(��

�-/-62*6:>� 70+*25-3� *(0+*17� 2<+81� 233(77� 1+� 9-+6(.1� 2.5� '21(486�

3+.1(.1� '-)'6-)'1� 2� 0*+<6(/� +4� <+1'� 5(9(6+0(5� 2.5� 5(9(6+0-.)�

(.9-*+./(.17�� �+,(9(*>� 1'(� *(9-(,� 267+� 78))(71� -778(7� 1'21� 2*(� +4�

02*1-3862*� 3+.3(*.� 2.5� 4*(A8(.3:� -.� 5(9(6+0-.) 3+8.1*-(7B� �'(�

0*+5831-+.� +4� 3'-65� 2<87(� -/2)(7� 2.5� 1'(� *+6(� +4� 1'(� �.1(*.(1� -.�

'8/2.�1*244-3?-.)�2*(�1,+�*-7?�78<321()+*-(7�1'21�2*(�(/0'27-E(5�-.�

/2.:�+4�1'(�*(9-(,(5�5(9(6+0-.)�.21-+.�*(0+*17�2.5�7185-(7���

%�$&�� �61'+8)'� 1'(�/2G+*-1:�+4� 1'(� *-7?7� -5(.1-4-(5� -.� 1'(�5(9(6+0-.)�

.21-+.� 3+.1(=1� 2*(� .+1� 321()+*-3266:� 5-44(*(.1� 4*+/� ,'21� 7185-(7� -.�

�8*+0(2.�3+8.1*-(7�+*�1'(������'29(�*(9(26(5>�-1�-7�3*83-26�1+�'-)'6-)'1�

2.5�48*1'(*�(=06+*(�-/0+*12.1�5-44(*(.3(7�-.�5(12-6��
(9(6+0-.)�0+6-3:�

<27(5�78<712.1-266:�+.�(=0(*-(.3(�4*+/�2�/2*?(56:�5-44(*(.1�7(11-.)>�

*21'(*�1'2.�1'(�70(3-4-3�3+.1(=1�,'(*(�1'(�-.1(*9(.1-+.�/871�+0(*21(>�

0*(7(.17� 3'266(.)(7� 4+*� <+1'� 2338*21(� *-7?� 5-2).+7-7� 2.5� (44(31-9(�

/-1-)21-+.� 71*21():>� �.5((5>� 7-/06:� 6++?-.)�21� 1'(� 3+.1(=1826� 4231+*7�

+816-.(5�2<+9(>�21�6(271�1,+�4*(A8(.16:�/(.1-+.(5�3'2*231(*-71-37�2*(�

71*-?-.)B��-*71>�/+<-6(�0'+.(7�2.5�+1'(*�0+*12<6(�5-)-126�5(9-3(7�C(�)��

5-)-126�32/(*27D�062:�2�02*1-3862*6:�0*+/-.(.1�*+6(�,-1'-.�/+71�*-7?�

78<321()+*-(7���(3+.5>� -.�-.712.3(7�,'(*(�3+/081(*7�2.5�4-=(5�6-.(7�

2*(�87(5�1+�)(1�+.6-.(>�1'(�233(77�(.9-*+./(.1�-7�6-?(6:�1+�6++?�A8-1(�

5-44(*(.1>�,-1'�7'2*(5�-.4*271*8318*(�27�0*+9-5(5�<:��.1(*.(1�324L7�27�

2.� +41(. 3-1(5� 3+.1(=1826� 4(218*(�� �'(7(� 5-44(*(.3(7� -.� 5(12-6� 2*(�

*(/-.5(*7� 1+� <(� 3281-+87� ,-1'� 2006:-.)� 5-)-126� 724(1:� -.7-)'17� 4+*�

3'-65*(.�)2-.(5�-.�1'(�5(9(6+0(5�,+*65�1+�5(9(6+0-.)�(.9-*+./(.17>�
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5(70-1(� 1'(� *(621-9(� 7-/-62*-1:�+4� 1'(�0'(.+/(.2���'21�<(-.)� 72-5>� -1�

*(A8-*(7�/+*(�*(7(2*3'�-.�266�)(+)*20'-3>�7+3-26>�2.5�38618*26�3+.1(=17�

1+� 8.5(*712.5� '+,� 1'(7(� 5-44(*(.3(7� 062:� +81� ,-1'� *()2*5� 1+� 1'(�

-.5-9-5826� *-7?�0*+4-6(�+4� 3'-65*(.�2.5�:+8.)�0(+06(>�27�,(66�27�,-1'�

*(70(31�1+�0+77-<6(�*(/(5-(7���

�

� �)77' +��77"#)&1.0�) $��!")!.+'.0�

�
� �/."/'.8�

%�"&�� �'(� 73'+62*6:� 2*1-36(7>� *(0+*17>� 7185-(7� 2.5� +1'(*� /21(*-267�

*(9-(,(5�-.�1'(�3+.1(=1�+4�1'-7�(=06+*21+*:�020(*�.+1�+.6:�-5(.1-4:�1'(�

92*-+87�-778(7�1'21�081�3'-65*(.�4*+/�1'(�5(9(6+0-.)�,+*65�21�*-7?�-.�

5-)-126�3+.1(=17���2.:�7+8*3(7�267+�3+.7-5(*�231-+.�1'21�32.�<(�12?(.�

1+� -/0*+9(� 5-)-126� 724(1:� 4+*� 3'-65*(.� 2.5� :+8.)� 0(+06(>� +*� (9(.�

-.3685(� 2� 7(1� +4� *(3+//(.521-+.7�� �+1� 8.6-?(� 0*+0+7267� 4*+/� 1'(�

5(9(6+0(5� ,+*65>� 1'(� 78))(71(5� 71*21()-(7� 92*:� 7-).-4-32.16:� -.�

200*+23'� 2.5� 5(7-).�� �+/(� +4� 1'(/>� 4+*� -.712.3(>� 2*(� 2-/(5� 21�

255*(77-.)�+.(�02*1-3862*� -778(� C(�)�� 3'-65�0+*.+)*20':D��
1'(*7�2*(�

/+*(�3+/0*('(.7-9(>�+/.-<87�200*+23'(7�1+�5-)-126�724(1:�2.5�7((?�

1+�5(26�,-1'�5-44(*(.1�1:0(7�+4�*-7?:�<('29-+*7���+/(�200*+23'(7�*(6:�

'(29-6:� +.� )+9(*./(.1� -.1(*9(.1-+.7>� ,'-6(� +1'(*7� '-)'6-)'1� 1'(�

*(70+.7-<-6-1:�+4�1'(�0*-921(�7(31+*�C6-?(���#7D���

%�K&�� �'(� .(=1� 02*2)*20'7� 78//2*-E(� 1'*((� (=2/06(7� +4� 0+77-<6(�

-.1(*9(.1-+.7� -.� 5(9(6+0-.)� .21-+.7� 1+� 48*1'(*� -66871*21(� '+,� 1'(�

5-44(*(.1� 200*+23'(7� /-)'1� 6++?� -.� .21-+. 70(3-4-3� 3+.1(=17�� �2.:�

/+*(O+*� 5-44(*(.1O(=2/06(7� 3+865� '29(� <((.� 7(6(31(5>� <81� 2�

3+/0*('(.7-9(�*(9-(,�+4�*(70(31-9(�0*+0+7267�-7�+817-5(�1'(�73+0(�+4�

1'-7� (=06+*21+*:� 7185:�� �'(� 0+-.1� '(*(� -7� 1+� -66871*21(� 1'(� 92*-(1:� +4�

200*+23'(7�2.5�71*21()-(7�1'21�'29(�<((.�0*+0+7(5�+*�12?(.>�2.5�1+�

*( (/0'27-E(�1'(�-/0+*12.3(�+4�3+.1(=1826�4231+*7���

�

�
� 
4);72.0�

�
�
� �22%0!")!'# ��=��&!'# ��2) �6#"��)%"'!'%0�

%��&�� �7� 02*1� +4� 1'(� �21-+.26� �.4+*/21-+.� �(38*-1:� �1*21():>� 1'(�

�21-+.26� �+/081(*� �+2*5� +4��28*-1-87� 7(1� 80� 2� �'-65� �24(1:� 
.6-.(�

�+//-11((>�,'-3'�,27�/2.521(5�1+�5(9(6+0�2.��31-+.�#62.�4+*��'-65�
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�24(1:� 
.6-.(�� �'(� �+//-11((� 3+.7-717� +4� )+9(*./(.1� +44-3-267>�

/(/<(*7� +4� 1'(� 0+6-3(>� *(0*(7(.121-9(7� +4� 1'(� �.1(*.(1� 3+//8.-1:�

2.5�+1'(*�+*)2.-E21-+.7�2.5�'27�,+*?(5�H1+�4-.5�7+681-+.7�,'-3'�,-66�

/2?(� 1'(� �.1(*.(1� 2� 724(*� 0623(� 4+*� 3'-65*(.� -.� �28*-1-87� ,-1'+81�

5-/-.-7'-.)� 1'(-*� (.G+:/(.1� +4� 1'(� (=3-1-.)� +00+*18.-1-(7� ,'-3'� -1�

+44(*7�I53� �'(� �31-+.� #62.>� *(6(27(5� -.� �2.82*:� �KK">� -7� <27(5� +.� 2.�

277(77/(.1� +4� 1'(� 38**(.1� 7121(� +4� 3'-65� +.6-.(� 724(1:� -.� �28*-1-87>�

4+387-.)�+.�*(0+*17�<:�92*-+87�62,�(.4+*3(/(.1�281'+*-1-(7�2.5�+1'(*�

)+9(*./(.1�8.-17>�6++?-.)�-.1+�6()-7621-+.�-.��28*-1-87>�2.5�78*9(:-.)�

1'(�-.1(*.21-+.26�062:-.)�4-(65���'-7�2.26:7-7�'27�6(5�1+�2�7(1�+4�3*+77 

3811-.)�*(3+//(.521-+.7>�,'-3'�-.3685(7�1'(�4+66+,-.)�(6(/(.17B��

• #8<6-3� 2,2*(.(77� 32/02-).� C+*)2.-E21-+.� +4� �24(*� �.1(*.(1� 
2:N�

3'-65� 724(1:� +.6-.(� 0*+)*2/7� +.� ��� 2.5� *25-+N� 6+)+� 5*2,-.)�

3+/0(1-1-+.N� 2,2*(.(77� 7(77-+.7� 4+*� 73'++67N� ,+/(.� 2.5�

3+//8.-1:�3(.1(*7N��(<7-1(>�(13�DN�

• �24(1:� /(278*(7� 4+*� 73'++67� 2.5� 08<6-3� -.1(*.(1� 233(77� 0+-.17�

C-.3685-.)� ��� 7(38*-1:� 0+6-3-(7� 2.5� 4-61(*-.)� 1++67� 2.5� 3+5(7� +4�

3+.5831� 4+*� 73'++67N�/2.521-.)� H200*+0*-21(� 1(3'.+6+):� 1+�5(.:�

233(77� 1+� -.200*+0*-21(� �(<� 7-1(7I� 4+*� 08<6-3� -.1(*.(1� 233(77�

0+-.17�2.5�3:<(*�324L7DN�

• �(71�#*231-3(7�4+*���#7�C(.3+8*2)(���#7�1+�0*+9-5(�4-61(*-.)�1++67N�

3+5(7�+4�3+.5831�4+*�9+68.12*:�3+/06-2.3(DN�

• �()-7621-+.� 1+� -/0*+9(� 3'-65� +.6-.(� 724(1:� C<27(5� +.� 1'(� �+5(6�

�()-7621-+.�5(9(6+0(5�<:�1'(��.1(*.21-+.26��(.1(*�4+*��-77-.)�2.5�

�=06+-1(5��'-65*(.DN�

• �.4+*3(/(.1�2.5�*(0+*1-.)�/(278*(7�C7(.7-1-E21-+.�+4� 1'(�08<6-3�

*()2*5-.)�*(0+*1-.)�/(3'2.-7/7>�3*(21-+.�+4�2�3:<(*�021*+6DN�

• �.1(*.21-+.26� 3++0(*21-+.� C�.1(*0+6N� *21-4-321-+.� +4� 1'(� ���


01-+.26�#*+1+3+6DN�2.5�

• �+.-1+*-.)� +4� 1'(� �31-+.� #62.� C3*(21-+.� +4� 2� 70(3-26� 3+//-11((�

,-1'�/+.-1+*-.)�2.5�*(0+*1-.)�+<6-)21-+.7D��

�

�
�
� �22%0!")!'# ��=�	##7.")!'# ��+"..;. !�' �(")5'2�

%��&�� �'(� �*2E-6-2.� )+9(*./(.1� '27� 12?(.� 2))*(77-9(� /(278*(7� 1+�

3+/<21� 3'-65�0+*.+)*20':�+.� 1'(� �.1(*.(1����
7�'29(�,+*?(5�,-1'�

                                       
53 See National Computer Board, Child Safety Online Action Plan for Mauritius, January 2009, 

available at 
http://www.gov.mu/portal/sites/isf/files/Final%20Action%20Plan%20version.pdf  
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1'(� 6()-7621-9(� <*2.3'� 2.5� 1'(� 4(5(*26� 0*+7(381+*7� +44-3(� 1+� 3+66(31�

5212�2.5�12?(�231-+.�2)2-.71�0(5+0'-6(7>�2.5�2�70(3-26�3+.)*(77-+.26�

3+//-11((�'27�/25(�2�3+.3(*1(5�(44+*1�1+�3+.9-.3(���#7�1+�3++0(*21(�

,-1'� 6+326� 281'+*-1-(7� 2.5� 1+� (.1(*� -.1+� 42* *(23'-.)� 3++0(*21-+.�

2)*((/(.17�� �.� �KK$>� 2.� -/0+*12.1� 2)*((/(.1� +4� 1'-7� 1:0(� ,27�

*(23'(5� <(1,((.� 1'(� 4(5(*26� 0*+7(381+*7� +4� �2+� #286+� 2.5� �++)6(>�

,'+7(�7+3-26�.(1,+*?-.)�7(*9-3(�
*?81�-7�9(*:�0+0862*�-.��*2E-6>�<81�

-7� 267+� 87(5� 1+� 5-71*-<81(� 3'-65� 0+*.+)*20':�� �'(� 3++0(*21-+.�

2)*((/(.1�7(17�4+*1'�2�62*)(�.8/<(*�+4�+<6-)21-+.7>�2/+.)�1'(/�1'(�

4+66+,-.)B54�

• �$K 52:� 0*(7(*921-+.� +4� 3+..(31-+.� 5212� -.3685-.)� �/2-6� 6+)-.>�

�.1(*.(1� #*+1+3+6� 255*(77>� 233(77� 6+)7>� 5212� 2.5� 1-/(� +4�

3+..(31-+.N�

• 	(/+926�+4�-66()26�3+.1(.1�'+71(5�+.�
*?81�,-1'-.�J��'+8*7N�

• �,2*(.(77�*2-7-.)�231-9-1-(7N�

• �*2.1-.)� 3+//8.-321-+.� 1++67� 4+*� (=0(5-1(5� 3+//8.-321-+.� +.�

3:<(* 3*-/(7�<(1,((.�1'(�4(5(*26�0*+7(381+*7�2.5�1'(�3+/02.:N�

• �++0(*21-+.� ,-1'� �24(*.(1>� 2� �*2E-6-2.� ��
>� -.� +*5(*� 1+� 5(1(31�

3'-65�0+*.+)*20':N�

• �/06(/(.1-.)� 4-61(*-.)� 1(3'.+6+):� 4+*� 5(1(31-.)� 3'-65�

0+*.+)*20':�-/2)(7N�

• �- /+.1'6:�/((1-.)7�,-1'�62,�(.4+*3(/(.1�281'+*-1-(7N�

• �13��

�(9(*26�+4�1'(�0*+9-7-+.7�+4�1'-7�2.5�2.26+)+87�2)*((/(.17�,-1'�+1'(*�

��#7� '29(� <((.� -.3+*0+*21(5� -.� 1'(� <-66� 4+*� 2� 3+.1*+9(*7-26� 62,� +.�

3:<(*3*-/(� C?.+,.� 27� H�(-� �E(*(5+ID>55� ,'-3'� -7� 38**(.16:� 8.5(*�

3+.7-5(*21-+.�-.��+.)*(77�2.5�'27�<((.�'+16:�5(<21(5�2/+.)�0*-923:�

259+321(7�2.5�3:<(*62,�73'+62*7�56�

�

                                       
54 See Gilberto Martins de Almeida, Brazil’s Experience in Obtaining Cooperation from ISPs in 

the Fight Against Child Pornography, Project on Cybercrime, Octopus Interface 
Conference on Cooperation against Cybercrime, Strasbourg, 10-11 March 2009, available 
at http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/2079_if09_pres_gilbertogoogle.pdf. 

55 See, e.g., Eduardo Azeredo, The 2009 Status of Brazil’s legislation on the fight against 
cybercrime, Council of Europe Conference on Cooperation against Cybercrime, Strasbourg 
10-11 March 2009, available at __. 

56 See, e.g., coverage by Diego Casaes, Brazil: Amplified conversations to fight the Digital 
Crimes Bill, Global Voices, June 11th, 2009, available at 
http://globalvoicesonline.org/2009/06/11/amplified-conversation-fighting-the-digital-
crimes-bill-in-brazil/. 
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%��&�� ��.+1-3(� G+-.16:� -778(5� -.��2:��KK"�<:�1'(��'-.(7(��-.-71*:�+4�

�.5871*:� 2.5� �.4+*/21-+.� �(3'.+6+):>� 1'(� �-9-6-E21-+.� 
44-3(� +4� 1'(�

�(.1*26� �+//8.-71� #2*1:� �+//-11((>� 2.5� 1'(� �-.-71*:� +4� �-.2.3(�

-.4+*/(5� 3+/081(*� /2.842318*(*7� +4� 1'(� �-.-71*:;7� -.1(.1-+.� 1+�

*(A8-*(� 266� .(,� #�7� 7+65� -.� �'-.2� @� -.3685-.)� 1'+7(� -/0+*1(5� 4*+/�

2<*+25�@�1+�'29(�4-61(*-.)�7+41,2*(�-.71266(5���'(�08*0+*1(5�-.1(.1�+4�

1'(� 7+41,2*(� 3266(5� H�*((.� 
2/� �+81'� �73+*1I� -7� H1+� 4-61(*� '2*/486�

+.6-.(� 1(=1�2.5� -/2)(�3+.1(.1� -.�+*5(*� 1+�0*(9(.1� 1'(�(44(317�+4� 1'-7�

-.4+*/21-+.� +.� :+81'� 2.5� 0*+/+1(� 2� '(261':� 2.5� '2*/+.-+87�

�.1(*.(1�(.9-*+./(.1�I57��*((.�
2/�,+865�*()862*6:�80521(�#�7�,-1'�

2� 5212<27(� +4� <2..(5� 7-1(7� 2.5� <6+3?� 233(77� 1+� 1'+7(� 255*(77(7��

�33+*5-.)� 1+� 1'(� 3+/02.:� 1'21� 5(9(6+0(5��*((.�
2/>� 1'(� 7+41,2*(�

3+865� <(� 5(231-921(5� +*� 8.-.71266(5�,-1'� 2� 0277,+*5�� �6+3?(5� 7-1(7�

32.�<(�233(77(5�(-1'(*�,-1'�2�0277,+*5�266+321(5�<:�2.�25/-.-71*21+*�

+*� <:� 255-.)� 255*(77(7� 1+� 2� ,'-1(� 6-71� +4� 266+,(5� 7-1(7�� �.� 18*.>�

255-1-+.26��	�7� 3+865� <(� 255(5� 1+� 1'(� <623?� 6-71� +.� 1'(� 87(*;7� '2*5�

5*-9(���'(�3+/02.:�3+/0-6(7�2.5�80521(7�1'(�<623?6-71�+4��(<�7-1(7>�

*(0+*1(56:� 0*-/2*-6:� 4+387(5� +.� 0+*.+)*20'-3� 7-1(7�� � �'(� 7+41,2*(�

3+/02.:�362-/(5�1'21�-17�3++0(*21-+.�,-1'�2�*(7(2*3'�-.71-181(�+4�1'(�

�-.-71*:� +4� #8<6-3� �(38*-1:� +.� -/2)( *(3+).-1-+.� 1(3'.+6+):� ,27�

6-/-1(5�1+�0+*.+)*20':���

%��&�� �'(��*((.�
2/� 7+41,2*(� 200(2*7� 1+� 233+/06-7'�/+*(� 1'2.� 1+�

0*+1(31� 3'-65*(.� 4*+/� '2*/�� �(717� +4� 1'(� 7+41,2*(� <:� -.5(0(.5(.1�

*(7(2*3'(*7� *(9(26(5� 1'21� -1� -7� 42*� /+*(� -.1*87-9(� 1'2.� 2.:� +1'(*�

3+.1(.1�3+.1*+6�7+41,2*(�1'21�'27�<((.�*(9-(,(5�� ��'(�7+41,2*(�,27�

5(7-).(5�.+1�+.6:�1+�<6+3?�233(77�1+�2�,-5(�*2.)(�+4��(<�7-1(7�<27(5�

+.� ?(:,+*57� 2.5� -/2)(� 0*+3(77-.)>� C-.3685-.)� 0+*.>� )2/-.)>� )2:�

3+.1(.1>� *(6-)-+87� 7-1(7� 2.5� 0+6-1-326� 1'(/(7D>� <81� 267+� 231-9(6:�

/+.-1+*7� -.5-9-5826� 3+/081(*� <('29-+*�� �7� 2� *(7861>� 0*+)*2/7� 6-?(�

,+*5� 0*+3(77-.)� 2.5� �/2-6� 32.� <(� 7855(.6:� 1(*/-.21(5� -4� 3+.1(.1�

26)+*-1'/7� 5(1(31� -.200*+0*-21(� 70((3'�� �'(� *(7(2*3'(*7� 3+.3685(5�

1'21� 1'(� 48.31-+.26-1:� +4� �*((.� 
2/� )+(7� 42*� <(:+.5� 1'21� ,'-3'� -7�

.((5(5� 1+� 0*+1(31� 3'-65*(.� +.6-.(>� )-9(� 02*(.17� 6-116(� 3+.1*+6>� 2.5�

78<G(317� 87(*7� 1+� 92*-+87� 7(38*-1:� *-7?7�58� �.� *(70+.7(� 1+� /277-9(�

                                       
57 “Notice Regarding the Pre-Installation of “Green” Online Filtering Software on Computers,” 

Ministry of Industry and Information Technology Notice No. 226 [2009], accessed May 
19, 2009 at http://tech.sina.com.cn/it/2009-06-09/17073163327.shtml. 

58 Robert Faris, Hal Roberts and Stephanie Wang, China’s Green Dam: The Implications of 
Government Control Encroaching on the Home PC, OpenNet Initiative Bulletin, available 
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3*-1-A8(>� 0+6-1-326� 2.5� -.5871*:� 0*(778*(>� 2.5� -.1(*.26� 5-72)*((/(.1�

+9(*� 0*+3(77� -778(7>� 1'(� �-.-71(*� +4� �.5871*:� 2.5� �.4+*/21-+.�

�(3'.+6+):� 2..+8.3(5� -.� �8)871� �KK"� 1'21� 3+/081(*� 3+/02.-(7�

,(*(�.+� 6+.)(*�+<6-)(5� 1+� 7'-0� 1'(� 7+41,2*(�,-1'�'+/(�+*�<87-.(77�

87(� 3+/081(*7>� <81� 1'21� 73'++67>� �.1(*.(1� 324L7� 2.5� +1'(*� 08<6-3�

233(77�3+/081(*7�2*(�71-66�/2.521(5�1+�*8.�1'(�7+41,2*(��

�

�
� <#"*' +��37#!1.0.0�

%��&�� �*+/�2�<-*5;7�(:(�0(*70(31-9(>�1'(�1++67�292-62<6(�4+*�-.3*(27-.)�

5-)-126�724(1:�4+*�3'-65*(.�2.5�:+8.)�0(+06(�-.�1'(�5(9(6+0-.)�,+*65�

2*(� .+1� 321()+*-3266:� 5-44(*(.1� 4*+/� *(70(31-9(� -.-1-21-9(7� -.�

5(9(6+0-.)� .21-+.7�� �6/+71� 266� +4� 1'(� *(9-(,(5� 0*+0+7267� -.3685(5�

+.(�+*�/+*(�+4�1'(�4+66+,-.)�1'*((�0-662*7B�

• ��*� �	�� ��*� �	(
�����	�B� �(9(*26� +4� 1'(� *(9-(,(5� 0*+0+7267�

-.3685(�32667�4+*�62,�*(4+*/���.�02*1-3862*>�)+9(*./(.17�2*(�+41(.�

8*)(5� 1+� -.1*+583(� +*� -/0*+9(� .21-+.26� 6()-7621-+.� 2)2-.71� 3'-65�

0+*.+)*20':�� �1*+.)(*� 62,� (.4+*3(/(.1>� -.3685-.)� -.3*(27(5�

3*+77 <+*5(*�3++0(*21-+.>�-7�267+�2�1:0-326�(6(/(.1�-.�1'(�71*21():�

/-=���

• ����	
�
�/B��2*-+87�0*+0+7267�-.3685(�1'(�87(�+4�1(3'.+6+):�27�2�

1++6�1+� -/0*+9(�5-)-126�724(1:���-61(*-.)�1(3'.+6+)-(7� -.�02*1-3862*�

'29(�<((.�8.5(*�3+.7-5(*21-+.>�<+1'�21�1'(�6(9(6�+4�1'(�-.5-9-5826�

233(77�0+-.1�27�,(66�27�1'(�.(1,+*?�6(9(6���78266:>�1'(�4-61(*-.)�+4�

3'-65� 7(=826� 2<87(� -/2)(7� +*� +1'(*� 4+*/7� +4� 0+*.+)*20':� '27�

<((.�-.�1'(�4+387���

• ,*���	�##� �	�� ������

	B� �2.:� +4� 1'(� *(9-(,(5� /21(*-267�

(/0'27-E(� 1'(� -/0+*12.3(� +4� 2,2*(.(77� *2-7-.)� 32/02-).7�

12*)(1(5� 21� 02*(.17>� 1(23'(*7>� 2.5� 3'-65*(.� 26-?(�� �58321-+.26�

-.-1-21-9(7� 2.5� 73'++6� 0*+)*2/7� C/(5-2� 6-1(*23:� 38**-3868/D� 2*(�

267+� 4*(A8(.16:� 02*1� +4� 1'(� 1++6?-1� 1+� (.'2.3(� 5-)-126� 724(1:� 4+*�

3'-65*(.�2.5�:+8.)�0(+06(��

�61'+8)'�1'(�292-62<6(�1++67�4+*�(.'2.3-.)�5-)-126�724(1:�6++?�7-/-62*�

23*+77�1'(�,+*65>�1'(�(=2/06(7�0*+9-5(5�2<+9(O/2.:�/+*(�3+865�<(�

255(5O-.5-321(� 1'21� -/0+*12.1� 3+.1(=1826� 5-44(*(.3(7� 2*(� 6-?(6:� 1+�

(=-71�,-1'� *()2*5� 1+� 1'(� 70(3-4-3� 5(7-).� 2.5� 872)(� +4� 1'(� *(70(31-9(�

-.71*8/(.17>� 27� ,(66� 27� 1'(� 0*+3(77(7O-.3685-.)� 0*+3(58*26�

                                                                                                      
at http://opennet.net/chinas-green-dam-the-implications-government-control-encroaching-
home-pc. 
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724()82*57O233+/02.:-.)� 1'(/�� �*+/� 2� 3+/02*21-9(� 0(*70(31-9(>�

1'-7� 78))(717� 1'21� 1'(� 1*2.74(*� +4� H7+681-+.7I� 4*+/� +.(� 3+.1(=1� 1+�

2.+1'(*� *(A8-*(7� 2� 32*(486� 0*-+*� 2.26:7-7� +4� 1'(� -.71-181-+.26�

4*2/(,+*?� 2.5� 1'(� -.1(*062:� 2/+.)� 1'(� 92*-+87� 3+.1(=1826� 4231+*7�

+816-.(5�2<+9(>�-.3685-.)�2�3+/0*('(.7-9(�712?('+65(*�2.26:7-7��

%��&�� �� 0'(.+/(.+.� 1'21� 32.� <(� +<7(*9(5� -.� 1'(� 5(9(6+0(5� ,+*65�

3+.1(=1�/-)'1�5(7(*9(�21� 6(271�27�/83'�211(.1-+.�-.�7+/(�+4�1'(�6(77�

5(9(6+0(5�(3+.+/-(7B�1+�7(02*21(�<(1,((.�0*+)*2/7�1'21�)(.8-.(6:�

1*:� 1+� -/0*+9(� 1'(� 724(1:� +4� 3'-65*(.� 2.5� :+8.)� 0(+06(� -.� 2� 5-)-126�

3+.1(=1�4*+/�1'(�/(*(6:�*'(1+*-326���'(�3+.3(*.7�2*(�21�6(271�1,+4+65��


(0(.5-.)�+.�1'(�*(70(31-9(�0+6-1-326�(.9-*+./(.1>�1'(�*+<871.(77�+4�

1'(� 6()26� 7:71(/� 2.5� +1'(*� 3+8.1*: 70(3-4-3� 3'2*231(*-71-37>� 1'(�

(.'2.3(/(.1� +4� 3'-65� 5-)-126� 724(1:�/2:�<(�87(5� 27� 2.� 2*)8/(.1� 1+�

0*+/+1(� 1'(� 2006-321-+.� +4� 3(*12-.� C878266:B� /+*(� -.1(*9(.1-+.-71D�

200*+23'(7� 2.5� -.71*8/(.17� ,-1'� 7-).-4-32.1� 70-66+9(*� (44(317�� �.�

+1'(*� -.712.3(7� 1'(� 3'-65� 5-)-126� 724(1:� 1'(/(� 32.� <(� H'-G23?(5I� 1+�

6()-1-/-E(�C+41(.B�6()26�+*�*()8621+*:D�-.1(*9(.1-+.7�1'21>�-.�4231>�7(*9(�

5-44(*(.1� 0*-/2*:� 08*0+7(7� 783'� 27>� 4+*� -.712.3(>� 78*9(-662.3(� +*�

3(.7+*7'-0� 1'2.� 1'(� *(4(*(.3(7� 1+� 1'(� 0*+1(31-+.� +4� 3'-65*(.� /-)'1�

78))(71�� �'(� (926821-+.� +4� 1'(� 92*-+87� 200*+23'(7>� 71*21()-(7>� 2.5�

1++67�1'(*(4+*(�.((57�1+�12?(�-.1+�233+8.1�2�<*+25�*2.)(�+4�3+8.1*: 

70(3-4-3�3+.1(=1826�4231+*7>�27�-.5-321(5�2<+9(��

�

� �%;;)"3�	# &2%0'# �

%�J&�� 
8*� *(621-9(6:� (=1(.7-9(� 7(2*3'� 2-/(5� 21� -5(.1-4:-.)� 6-1(*218*(�

+.�3'-65�5-)-126�724(1:�-.�1'(�5(9(6+0-.)�,+*65�*(9(26(5�2�?.+,6(5)(�

)20� <(1,((.� '+,� /83'� -7� ?.+,.� 2<+81� 1'-7� 1+0-3� -.� 1'(�

-.5871*-26-E(5�.21-+.7���'-6(�1'(�724(1:�+4�3'-65*(.�2.5�:+8.)�0(+06(�

-.�5-)-126�7023(7�'27�<(3+/(�2.�-/0+*12.1�-778(�+4�A826-121-9(�27�,(66�

27� A82.1-121-9(� *(7(2*3'� -.� 1'(� 5(9(6+0(5� ,+*65� 2.5� '27� 6(5� 1+� 2�

7-).-4-32.1�<+5:�+4�?.+,6(5)(>�1'(�*(7(2*3'�(44+*17�-.�1'(�5(9(6+0-.)�

.21-+.7>�,-1'�4(,�(=3(01-+.7>�2*(�71-66�*(621-9(6:�(2*6:�712)(��

%�$&�� �� <*-(4� 2.26:7-7� +4� 5-)-1266: *(6(92.1� 5(9(6+0-.)� ,+*65�

3'2*231(*-71-37� 78))(717� 1'21� 92*-+87� 3+.1(=1826� 4231+*7� 783'� 27�

1(3'.+6+)-326>� (3+.+/-3>� /2*?(1>� (58321-+.26>� 2.5� 38618*26�

02*2/(1(*7�.((5�1+�<(�12?(.�-.1+�233+8.1�21�1'(�6(9(67�+4�*-7?�2.26:7-7�

2.5� *-7?� (926821-+.� 2.5� ,-1'� *()2*5� 1+� *(70+.7(� 71*21()-(7�� �'-7� -7�

7800+*1(5� <:� 0*(9-+87� 3*+77 3+8.1*:� 2.26:7(7� +4� �.1(*.(1� *-7?7�
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(.3+8.1(*(5� <:� :+8.)� 87(*7� 1'21� 8.5(*73+*(� 1'21� 1'-7� 1:0(� +4�

?.+,6(5)(� )20� 32..+1� <(� <*-5)(5� <:� 5-*(316:� 1*2.74(**-.)� -.7-)'17�

4*+/� 1'(� 5(9(6+0(5� 1+� 1'(� 6(77� 5(9(6+0(5� ,+*65� 4+*� 0+6-3:/2?-.)�

08*0+7(7���+,(9(*>�-.�6-)'1�+4�9(*:�6-/-1(5�5212�4*+/�1'(�5(9(6+0-.)�

,+*65� 2.5� 1'(� -/0+*12.3(�+4� 1'(� -778(>� -1� 5+(7� 7((/�200*+0*-21(� 1+�

,+*?�,-1'�(=-71-.)�4*2/(,+*?7�4*+/�1'(��(71(*.�,+*65�27�6(.7(7�4+*�

'+*-E+.�732..-.)�-.�+*5(*�1+�<()-.�1+�7:71(/21-3266:�-5(.1-4:�C<81�.+1�

(926821(D�3'-65�5-)-126�*-7?7�-.�1'(�5(9(6+0(5�,+*65���

%�"&�� �+66+,-.)� 783'� 2� 0*2)/21-3� 200*+23'>� 2� 1(.121-9(� *(9-(,� +4�

6-1(*218*(� +.� 3'-65� 5-)-126� 724(1:� -778(7� -.� 1'(� 5(9(6+0-.)� ,+*65�

78))(717� 1'21� 1'(�/+71� 0*(926(.1� *-7?7� 2*(� 7(=826� 2.5P+*� *(621(5� 1+�

+1'(*� 4+*/7� +4� 2))*(77-9(� <('29-+*>� ,'-6(� 3+//(*3-26� 2.5� 9268( 

+*-(.1(5� *-7?7� 38**(.16:� 062:� 2� /2*)-.26� *+6(�� �(9(*26� +4� 1'(� /+71�

4*(A8(.16:� /(.1-+.(5� 7(=8266: +*-(.1(5� *-7?� 321()+*-(7� '29(� 267+�

<((.�-5(.1-4-(5�-.�1'(�5(9(6+0(5�,+*65���((1-.)�71*2.)(*7�2.5�<(-.)�

)*++/(5>� (=0+78*(� 1+� 0+*.+)*20':>� +*� 3*(21-.)P806+25-.)�

0+*.+)*20'-3�/21(*-267�2*(�(=2/06(7�+4�783'�42/-6-2*� 4+*/7�+4�*-7?:�

<('29-+*���-/-62*6:>�3:<(*<866:-.)�7((/7�1+�<(�2.�-.3*(27-.)6:�)6+<26�

0'(.+/(.+.�27�7(9(*26�*(0+*17� 4*+/�1'(�5(9(6+0-.)�,+*65� -.5-321(��

�+,(9(*>�1'(�(=06+*21+*:�*(9-(,�267+�78))(717�-778(7�1'21>�233+*5-.)�

1+� A826-121-9(� *(7(2*3'� 2.5� <27(5� +.� A82.1-121-9(� -.5-321+*7>� 2*(� +4�

02*1-3862*�3+.3(*.�-.�5(9(6+0-.)�.21-+.7>�(70(3-266:�1'(�0*+5831-+.�+4�

3'-65�2<87(�-/2)(7�2.5�1'(�*+6(�+4�1'(��.1(*.(1�-.�'8/2.�1*244-3?-.)�+4�

3'-65*(.���

%�K&�� �61'+8)'�/2.:�+4� 1'(� *-7?7� -5(.1-4-(5� -.� 1'(� 5(9(6+0-.)�,+*65�

<(2*� 2� *(7(/<62.3(� 1+� 0'(.+/(.2� 1'21� 2*(� +<7(*92<6(� -.� 1'(�

5(9(6+0(5�,+*65�27�,(66>�-1�-7�3*83-26�1+�'-)'6-)'1�2.5�48*1'(*�(=06+*(�

-/0+*12.1� 5-44(*(.3(7� -.� 5(12-6>� 783'� 27� 233(77� 5(9-3(7� C(�)�� /+<-6(�

0'+.(7D� 2.5� 233(77� 6+321-+.7� C(�)�� �.1(*.(1� 324L7D� -.� 255-1-+.� 1+�

0+77-<6:� 5-44(*(.1� 872)(� 0211(*.7>� 211-185(7� 2.5� 7?-66� 6(9(67>� 2/+.)�

+1'(*� 92*-2<6(7�� �-/-62*6:>� 1'(� 1++67� 292-62<6(� 4+*� -/0*+9-.)� 3'-65�

5-)-126� 724(1:� -.� 1'(�5(9(6+0-.)�,+*65�2.5�(.3+/0277-.)�*()8621+*:>�

1(3'.-326>�0+6-3:�2.5�(58321-+.26�/(278*(7� 6++?7�9(*:�7-/-62*� 1+� 1'(�

+.(� 87(5� -.� 1'(� 5(9(6+0(5�,+*65�� �81� 2)2-.>� 2� 36+7(*� 6++?� 78))(717�

-/0+*12.1� 3+.1(=1826� 5-44(*(.3(7� ,-1'� *()2*5� 1+� 1'(� 70(3-4-3� 5(7-).�

2.5� 87(� +4� 1'(7(� -.71*8/(.17� C(�)�� 62,� (.4+*3(/(.1>� 4-61(*-.)�

1(3'.+6+):>� (58321-+.26� 32/02-).7>� (13�D� 1'21� 3266� 4+*� 2� 32*(486�

2.26:7-7� +4� 1'(� 02*1-3862*� (3+7:71(/� <(4+*(� *(3+//(.521-+.7� 2*(�

4+*/8621(5� +*� 70(3-4-3�/(278*(7� 0*+02)21(5>� (70(3-266:� -.� 3+8.1*-(7�

,'(*(� 1'(� 6()26� 2.5� -.71-181-+.26� 4*2/(,+*?� -7� .273(.1� +*� .+1�

+1'(*,-7(�.+1�*+<871�C(�)��623?�+4�*86(�+4�62,D��
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%��&�� �'(7(� 4-.5-.)7� 5(/+.71*21(>� 4-*71� 2.5� 4+*(/+71>� 1'(� .((5� 4+*�

/+*(� *(7(2*3'� 2.5� 32023-1:� <8-65-.)>� <+1'� -.� 1'(� 5(9(6+0-.)� 2.5�

5(9(6+0(5�,+*65���.�+*5(*�1+�4+71(*�?.+,6(5)(�(=3'2.)(>�1'(�281'+*7�

78))(71� 1'(� 3*(21-+.� +4� 2� ,+*?-.)� )*+80� 1'21� 7((?7� 1+� 255*(77� 1'(�

?.+,6(5)(� )20� -5(.1-4-(5� -.� 1'-7� (=06+*21+*:� 7185:� <:� 3+/06(1-.)� 2�

/861- 6-.)826� 6-1(*218*(� *(9-(,� +.� 3'-65� 5-)-126� 724(1:� -778(7� -.� 1'(�

5(9(6+0-.)�,+*65>�-5(.1-4:-.)�2.5�/200-.)�-.-1-21-9(7>�+*)2.-E21-+.7>�

2.5� -.5-9-5826� *(7(2*3'(7� -.� 1'(� 4-(65>� 2.5�/2?-.)�266�5212�292-62<6(�

+.� 2.� +0(.>� 3+662<+*21-9(� +.6-.(� 06214+*/�� �83'� 2.� -.-1-21-9(� 7'+865�

4+387� +.� 2� 7/266� .8/<(*� +4� 3+8.1*-(7� 1+� 712*1� ,-1'>� <81� 32.� <(�

(=02.5(5� +9(*� 1-/(�� �.� 255-1-+.� 1+� *(7(2*3'� 2.5� 32023-1:� <8-65-.)>�

1'(� 281'+*7� 0*+0+7(>� 4+66+,-.)� 1'(� 0*2)/21-3� 200*+23'� +816-.(5� -.�

1'-7� 020(*>� 7(6(31(5� 4-(65� (=0(*-/(.17� -.� 3+662<+*21-+.�,-1'��������

2.5�6+326�02*1.(*7�27�1(71�<(57�2-/(5�21�-/0*+9-.)�3'-65�+.6-.(�724(1:�

<27(5� +.� 1'(� -.4+*/21-+.�,(� 26*(25:� '29(�� 
.(� (.9-7-+.(5� 0*+G(31>�

2/+.)�+1'(*7>�3+865�4+387�+.�1'(�87(�+4�/+<-6(�0'+.(7�-.�02*1-3862*�

*()-+.7�,-1'� 1'(�)+26�+4�5(9(6+0-.)�2� H/+<-6(�200I� 4+*� 3'-65*(.�2.5�

:+8.)�0(+06(�1'21�'(607�1'(/�1+�-5(.1-4:�2.5�/2.2)(�*-7?:�<('29-+*7�

-.�5-)-126�3+.1(=17�����
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